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Abstract

Deep learning models represent valuable intellectual property due
to their high development costs. To protect model ownership, exist-
ing [nderprinting techniques have been proposed to use adversarial
examples to [nderprint a model’s decision boundaries. However,
these [nderprints are inherently fragile, as model decision bound-
aries are highly sensitive to common model modi [cations such as
[na-tuning, pruning, and adversarial training. In this paper, we
propose MFUE (Model Fingerprinting via Unlearnable Examples),
a novel [nderprinting methodology that leverages the stable un-
learnability of unlearnable examples to [nderprint arbitrary modi-
[ed models in parameter space, fundamentally circumventing the
inherent vulnerability of decision boundaries. To achieve robust
model [nderprinting in parameter space, we are the [rst to iden-
tify that unlearnable examples, owing to their persistent training
resistance, can serve as stable [ngerprints beyond the model’s deci-
sion boundaries. To endow unlearnable examples with robustness
against arbitrary model modi [cations, we introduce adversarial
training that simulates the randomness of model modi [cations
by jointly optimizing the unlearnable examples over models at
di [erknt training stages. We evaluate the performance of MFUE
against six di [erknt attack types, including both model and in-
put tampering. Through extensive experiments, we demonstrate
that MFUE outperforms four existing methods in terms of robust-
ness and uniqueness. The code of MFUE is publicly available at:
https://github.com/SPHelixLab/MFUE/.
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1 Introduction

Deep learning has achieved transformative success across a wide
range of domains [3, 40]. As state-of-the-art models demand mas-
sive training data, substantial computational resources, and ex-
pert knowledge [15, 29], they embody valuable intellectual prop-
erty for their developers [21, 39]. However, the increasing preva-
lence of open-source releases and MLaaS deployments [33] ex-
poses these models to theft and unauthorized replication, posing
serious economic and security risks [5, 11]. To address this, prior
works [4, 26, 31, 49] propose model [nderprinting techniques that
generate adversarial examples near a model’s decision boundary as
triggers to [ngerprint this model.

However, most existing [nderprinting methods su [Cerl from a
critical vulnerability: adversarial triggers only correspond a local
region of the decision boundary, which are highly sensitive to com-
mon post-processing techniques such as [néd-tuning, pruning, or
adversarial training [21, 37], as illustrated in Figure 1a. In practice,
a model stealer can shift the decision boundary through these mod-
i [cdtions, and thereby invalidate the model [nderprints based on
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Figure 1: (@) The limitations of existing adversarial [ngerprints; adversarial [ngerprints become ine Cective (marked in red)
due to the decision boundary variation. (b) The parameter space after model modi [cation attacks. (c) The characteristics of
unlearnable [nderprints’ loss on di Cerént models; a demarcation point can clearly distinguish the stolen models from the

innocent ones.

adversarial examples [46]. This gap exposes a fundamental prob-
lem: what intrinsic and resilient properties of a deep learning model
can withstand arbitrary post-hoc modi [cations, and how can these
properties be e [ectively [ngerprinted?

To seek alternatives beyond decision boundaries, we examine
how model parameters move under typical post-hoc model modi =]
cations. These modi [cations generally apply small or localized
updates to the parameters of the source model (i.e. the stolen
model) [10, 14]. Consequently, these modi [ed models remain clus-
tered around the source model in parameter space, although their
decision boundaries may shift signi [cantly [37, 46]. This observa-
tion, empirically validated in Section 4.2, suggests a promising
new direction: instead of [nderprinting fragile boundaries, we
should [nderprint this clustering property of the source model
and its corresponding modi [ed versions in parameter space. Exist-
ing parameter-based [ngerprinting approaches [50, 53], however,
directly rely on raw parameter values, which remain sensitive to
model modi [cations and thus thus lack robustness.

Although parameter-space clustering provides a stable founda-
tion, black-box deployments prevent direct parameter access. For-
tunately, recent research on unlearnable examples provides us with
a valuable inspiration. An unlearnable example is a normal sample
with carefully crafted noise that causes it to consistently exhibit an
unlearnable property (i.e., low training loss or gradient) throughout
the model’s training process. Crucially, because this unlearnable
property persists as the model’s parameters evolve, unlearnable
examples naturally encode information about the parameter space
rather than the decision boundary. Thus, in the parameter space,
unlearnable examples can maintain their unlearnability, making
them well-suited as robust model [nderprints.

Motivated by this insight, we propose MFUE, i.e., Model Finger-
printing via Unlearnable Examples,which leverages unlearnable
examples to [ngerprint a given model’s ownership in parameter
space. However, the standard generation process for unlearnable
examples typically assumes full access to the model during training.
In the context of model [nderprinting, the model owner (or pro-
tector) cannot anticipate how an attacker might modify the stolen
model. The absence of this critical assumption renders conventional

unlearnable example generation strategies inadequate for owner-
ship protection. To address this issue, we introduce adversarial
training and jointly optimize the unlearnable samples across mod-
els at di [erknt training states. This approach e [edtively simulates
the randomness of model modi [cations and improves the general-
ization of unlearnable examples under various attacks. As a result,
their loss remains consistently low across multiple modi [cation
scenarios, as shown in Figure 1c. Additionally, in practice, deep
learning models are usually deployed as black-box systems that only
provide prediction labels, making it impossible to directly obtain
the loss of our unlearnable examples. To address this, we propose a
Monte Carlo-based method for estimating the training loss. This
method generates a set of probing samples within a speci [C#lomain
to estimate the model’s probabilities across di [erknt categories,
bridging the gap between discrete predictions and continuous loss
measurements.
To summarize, our contributions are as follows:

We propose MFUE, a model ownership veri [cation paradigm that
leverages unlearnable examples to [ngerprint the model param-
eter space. Unlike existing methods depending on the decision
boundary, which is easily altered through model modi [cations,
MFUE fundamentally circumvents [nderprinting from boundary
dependence. This design enables MFUE to remain robust and
e [edtive even when the protected model is modi [ed by attackers
via various techniques.

To address the challenge of unknown model modi [cations by
attackers, we incorporate adversarial training into the generation
of unlearnable examples. By jointly optimizing these examples
across diverse model states, our method boosts their generaliza-
tion to unseen counterfeit models, enabling ownership veri [ca-
tion without prior knowledge of the attacker’s modi [cations.
We conduct extensive experiments to evaluate MFUE against
various attacks. Our results show that MFUE signi [cantly outper-
forms four existing comparison methods, demonstrating superior
ability to distinguish between infringing and innocent models,
as well as enhanced resistance to model modi [cations.

2 Preliminary
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2.1 Model Fingerprinting

Model [ngerprinting is a non-invasive technique (i.e., it does not em-
bed identity information into the model) for verifying model own-
ership. It typically generates a series of adversarial examples near
the decision boundaries of one model to characterize its boundaries.
When combined with pre-de [ndd labels, the model’s [nderprint
can be used to verify its ownership [22]. Based on the characteristics
of current model [ngerprinting practices, we collectively refer to
these methods as adversarial [nderprinting. For these adversarial
[nderprinting methods, given a clean sample G belonging to class
2¢in and a pre-de [néd label 2y, the model owner [nderprints his
source model 5sr¢c by generating the corresponding [nderprinting
sample Gygp:

Gegp = Generate,b5src 6 2fgp” S.t. Ssre.Ofgp” = 2¢gp ()

where Generate,, ” usuannly is a adversarial example generation
algorithm, and Ggy, is generally referred to as an adversarial trigger.

In the veri [cation phase, the model owner queries the suspect
model 5spc With a trigger set which consists of multiple adversar-
ial triggers. If a su [cieht proportion of the adversarial triggers’
prede [néd labels match the suspect model’s predictions, it can be
concluded that the suspect model originates from the source model,
indicating potential copyright infringement. Existing adversarial
[nderprinting methods are highly sensitive to minor model modi [=1
cations, such as [na-tuning or pruning, which can alter the decision
boundary and render the [nderprints ine [edtive. This limitation
motivates the development of a more robust [Aderprinting method
that does not rely on decision boundaries, enabling more reliable
model veri Lcation.

2.2 Unlearnable Examples

Training high-performing deep learning models requires large
amounts of data. However, using unauthorized data to train these
models has raised concerns, especially regarding intellectual prop-
erty (IP) and privacy. To prevent data from being abused by deep
learning models without authority, unlearnable examples are de-
signed to prevent the model learning any meaningful information
from these examples [16, 24, 52]. The key characteristic of unlearn-
able examples is that, when introduced during training, these sam-
ples can maintain a consistently loss value throughout the entire
training process. In other words, they remain "unlearnable” across
di [erknt parameter states of one deep learning model [16].Since
this unlearnable property does not rely on the decision boundary,
it naturally provides a way to verify model ownership while avoid-
ing failure caused by changes to the model’s decision boundary.
Therefore, this property o [erk a potential avenue for using their
consistent unlearnability to [ngerprint a model and its modi [ed
versions across various model modi [cations.

2.3 Threat Model

Our threat model of model [nderprinting primarily involves two
parties as shown in Figure 2; the defender (generally the model
owner) and the attacker (generally the model stealer).

Defender. As the owner of a source model 5, the defender
has full access to 5sc and can generate a trigger set customized
for this model without modifying it. This enables veri [cation of

n @) Model Stealing %

A 1 ce Model

Al

Stolen Model
Defender olen Mode Attacker
(Model Owner) (Model Stealer)
Fi int Model
C:ngerptl:ln Modification
eneration Attacks

Verify @ Release
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Whether the Suspect Model
Originates from the Source Model?

Figure 2: lllustration of the threat model.

suspect models 5spc through query-response pattern analysis across
all model deployment formats. The defender aims to establish
irrefutable ownership evidence by requiring [nderprinting tech-
niques with: 1) Uniqueness to prevent false positives during veri-
[cadtion, and 2) Robustness against model modi [cation, thus en-
suring veri [cation viability.

Attacker. Following prior works [4, 46, 49],we consider an at-
tacker who can steal the source model 5¢’s its architecture and
parameters, and execute arbitrary model modi [cation attacks (such
as [na-tuning, pruning, or adversarial training) to breach the [nger-
print veri [cdtion. These alterations erase identity information like
[nderprints while preserving functionality, enabling the creation
of a pirate version 5J.. The ultimate objective is to deploy 5J; un-
detected through API form, in which pro [fihg from unauthorized
use while circumventing IP claims.

3 Design of MFUE

The work [aw of MFUE is illustrated in Figure 3, which consists of
two main parts: (1) Unlearnable Fingerprint Generation and
(2) Ownership Veri [cation. Distinct from existing methods that
[nderprint fragile decision boundaries, MFUE leverages unlearn-
able examples to [ngerprint the intrinsic clustering property of the
source model and its modi [ed versions in parameter space. Specif-
ically, in the [rst part, MFUE generates multiple model variants
(a.k.a. mimic models) through di Cerent modi [cadtions to simulate
potential model stealing scenarios. It then identi [ed unlearnable
examples that maintain consistently low loss values across these
variants, making them robust [ngerprints that encode informa-
tion about the parameter space. In the second part, given a suspect
model, MFUE queries it with the unlearnable triggers and estimates
their training losses (through our proposed Monte Carlo-based
method if in black-box scenario). If these losses fall below a pre-
de [néd threshold, the suspect model is identi [ed as being derived
from the source model.

3.1 Unlearnable Fingerprint Generation

A key insight of MFUE is that modi [ed versions of a stolen model
tend to cluster around the source model in parameter space, even
though their decision boundaries may shift signi [cantly. To lever-
age this property for robust [nderprinting, we utilize unlearnable
examples that inherently encode information about the parame-
ter space through their persistent unlearnable properties. Given a
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source model’s parameters in parameter space rather than relying on decision boundaries; (2) Ownership veri [cation, which

can keep robust against arbitrary model modi [cation attacks.

model requiring IP protection, MFUE [rst generates unlearnable
triggers that maintain their unlearnability across various modi [ed
versions of the source model, e [ectively [nderprinting the model’s
clustering behavior in parameter space.

Speci [cdlly, we formulate the [nderprint generation problem as
[nding a unlearnable perturbation Xyr for a sample G, such that
the unlearnable trigger Gyg = G , Xyr maintains consistently low
loss under arbitrary model modi [cations. Here we focus on image
classi [cation models trained with cross-entropy loss, though our
framework naturally extends to other loss functions. Given a source
model 5 for a -class classi [cation task: 5 : X ¥ Y, our goal is
to generate a set of unlearnable triggers that uniquely characterize
5sre by exploiting the clustering property in parameter space. For
a clean sample ,G ~", where ~ is the ground truth label of G, in a
multi-class classi [cation task, its loss L can be represented as:

L,G~5"= ~%logs5®,6” )

9=1

where~? and 5?,G" represent the - element of the one-hot en-
coding of label ~ and the probability predicted by model 5 for the
9° class, respectively. We then [nd the perturbed unlearnable trig-
ger Gyr is iteratively generated from a sample G through sign-based
gradient descent:

mL,G= ~ 5rc”,
mG=

where [ represents the step size of each generation iteration. The
unlearnable perturbation Xygis constrained by kXyek  nyg, where
nur is the unlearnable perturbation radius.

Note that simply generating unlearnable examples based on the
source model alone, as shown in Equation 3, fails to capture the
clustering behavior of modi [ed models in parameter space. These
modi [ed models, denoted as F 2tk = 53kl ggpeatk2  pgpeatis,
typically remain clustered around the source model through small
or localized parameter updates, despite potentially signi [cant shifts
in their decision boundaries. Therefore, unlearnable triggers opti-
mized solely on the source model may not maintain their unlearn-
ability across this cluster of modi [ed models. A straightforward

6=,1=6= [ sign, ©)

approach would be to simulate various modi [ed models during trig-
ger generation. However, this requires prior knowledge of how an
attacker might modify the stolen model, which is typically unavail-
able to defenders. To address this challenge, we leverage adversarial
training, which has been shown to create parameter perturbations
that e [edtively upper-bound the impact of common modi [cations
like pruning and [na-tuning [46]. This approach aligns with our
goal of [ngerprinting the parameter space clustering property, as
adversarial training helps explore the space of possible parameter
modi [cations while maintaining the source model’s characteristics.
Speci [cdlly, we snapshot of the source model 5 at each epoch
during adversarial training, following the approach in work [35].
This creates a series of mimic models throughout the training pro-
cess; Fmme = gMMa g Mmez 5 MMC= Compared to optimizing
over the [xdd 5 in Equation 3, our joint adversarial training step
signi [cantly enhances the e [edtiveness of unlearnable triggers
against modi [cation attacks, as con [Tmhed by our ablation study.
Hence, the [nal generation objective is as follows:

0
min  E,o L.G . XUF ~ Sgrc”
Kok e 53,2 Fmme UF src 4)

We optimize Equation 4 using the gradient descent algorithm.

3.2 Ownership Veri [cation

Since modi [ed versions of a stolen model tend to cluster around the
source model in parameter space, our unlearnable triggers should
maintain their unlearnability across this cluster. Therefore, given a
suspect model 5spc, MFUE veri Lesownership by examining whether
the unlearnable triggers preserve their characteristic low loss val-
ues, indicating that gpc lies within the parameter space cluster of
the protected source model 5. Speci [cally, we adopt an Interval
Classi [cation Strategy, which maps the loss intervals to a binary
classi [cation to determine whether a unlearnable trigger matches
a suspect model. Speci [cally, we denote the loss of a unlearnable
trigger Gyr calculated on the source model and the suspect model as
Lsrc and Lgpc, respectively. By introducing a tolerance factor g to
de [né classi [cdtion intervals, we determine whether Gyr matches
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the suspect model based on the following criterion:
(
<002 if .1 9"Lsrc Lspc 1.9 Lsrc

Verify,Gug” = .
fy.Gur =>( <02  Otherwise

Q)
A smaller di Cerence between Lgpc and Lgrc indicates that the sus-
pect and source models behave more similarly on Gyg. For di [erent
unlearnable trigger, we set di [erknt classi [cdtion intervals individ-
ually rather than using a universal interval to avoid errors caused
by inherent loss discrepancies among samples. After establishing
the matching criterion for a single UF sample, the matching rate
Amch Of a trigger set Dyg, which consists of multiple unlearnable
triggers, on a suspect model can be calculated as:

Amch iD

. 1, Verify,6” = <0C2 ” (6)
UFJ 62Dur

where 1,, " is the indicator function. Therefore, we can determine
whether the suspect model 5sp is derived from the source model 5r¢
by comparing Amc, with a pre-de [néd infringement threshold \g,.
If Ameh i \ifg, we conclude that 5spc is derived from 5, thereby
constituting infringement. Speci [cally, the infringement threshold
\ifg and the trigger threshold g can be determined by referring to
works [25, 48], which evaluate a large ensemble of models to empir-
ically identify thresholds that maximize veri [cation performance.
Label-Only Scenario. In practical scenarios, the suspect model
is often deployed via a black-box API that only returns prediction
labels for query samples. In such a scenario, it becomes impossible
to directly compute the loss value for our unlearnable triggers. To
address this issue, we adopt a Monte Carlo estimation approach
to approximate the model’s probability vector by sampling noisy
variants of a unlearnable trigger and analyzing the empirical la-
bel frequencies [7]. Formally, let the probing sample G&F, mixed
proportionally with the perturbation Xpp,, be represented as:

Gl =U Gur ..l U Xpp (7)

whereU ,0 U 1" is the mixing coe Lcieht that controls the
deviation of G&F relative to Gyr. Xpp is obtained through gradient
ascent, which can e [ciehtly guide Gyr across the decision boundary
into other classes. For a given starting sample Gyg, each probing
sample G&F can be considered a point within the normball  ,Gyg” =
60 jkGur  Glek  Appg centered at Gup. To measure the distance
to the decision boundary, the radius A, of the norm ball should
be su [ciehtly large such that ,Gyg” can traverse the decision
boundary, which necessitates a pre-estimation of U. We use a binary
search, to adjust U iteratively until a su [cieht proportion (more
than half in this paper) of the probing samples within ,Gyg” cross
the decision boundary.

Once U is determined, the probability of a model 5 predicting
Gur as class 23 can be represented as:

%,5,60F" =2%" = Bg) 6y ln5.00" =2 ®)

Then, this can be approximated via Monte Carlo integration [36]:

L

1,5,60" = 2" )
9=1

whereG? 63 G2 are ** probing samples, randomly drawn from
a norm ball centered at Gyr with a radius of Ayy. Finally, the esti-

mated probabilities 53 LGUEF” can be substituted into Equation 2 to
compute the model’s loss on Gyr.

4 Experiment

In our experiments, we adopt three commonly used benchmark
datasets in the model [nderprinting research [eltl: CIFAR-10 [20],
CIFAR-100 [20], and ImageNet [8]. We employ four model [nder-
printing methods, including IPGuard [4], CAE [26], MetaFin-
ger [49], ADV-TRA [46], as baselines for comparison with our
approach. To assess the robustness of our method against model
modi [cation attacks, we systematically evaluate MFUE against [né-
tuning [1, 49], pruning [13], adversarial training [27], and model
extraction attacks [19, 30, 34] across multiple model architectures.
We also reveal why unlearnable triggers are more robust than ad-
versarial triggers by analyzing the internal model representations
of these samples. At last, the performance under adaptive attacks
such as di Cerkntial privacy are shown in Section 4.4. Complete
experimental details, including descriptions of dataset and model,
metrics, and implementation details, are provided in Appendix B.

Metrics. We select ROC (Receiver Operating Characteristic) and
AUC (Area Under the Curve) [17] as the metrics to evaluate the
performance of a [nderprinting method. The AUC is calculated
by plotting the true positive rate versus the false positive rate on
the same graph, as the decision threshold increases from 0 to 1,
and taking the area under the curves. A higher AUC indicates a
broader range of thresholds where high uniqueness and robustness
in [nderprinting can be achieved.

4.1 Main Performance

We compare our MFUE with four existing [ngerprinting baselines
on CIFAR-10. Following the veri [cation design from Section 3.2,
we distinguish two methods: MFUE-w when the suspect model’s
full prediction probabilities are accessible and MFUE-b when only
the predicted labels can be queried. We train 64 positive models
and 60 negative models on the CIFAR-10 dataset. Detailed settings
can be found in Appendix C Table 3. Figure 4a shows the ROC
curves for each [nderprinting method. Both MFUE-w and MFUE-b
demonstrate superior performance, achieving AUC scores of 1 00
and 0 997, respectively. In comparison, even the best adversarial
[nderprinting method, i.e., ADV-TRA, lags behind by 0 057.

We also compare the distribution of [ngerprint matching rates
for these suspect models. From the experiment results in Figure 4b,
we can see that MFUE-w and MFUE-b have much narrower ranges
of matching rates for positive models than the four baselines, demon-
strating superior robustness against model modi [cdtion attacks.
Moreover, we observe that while the negative models under MFUE
exhibit a wider range of [ngerprint matching rates, they are still
distinctly separable from the positive models, highlighting the bet-
ter uniqueness of MFUE. In contrast, the comparison [nderprint-
ing methods su [erlfrom the transferability of adversarial samples,
which causes the matching rates of negative models to remain
relatively high. This often leads to signi [cant overlap with pos-
itive models. Even with carefully selected thresholds to balance
trade-o [S,these methods struggle to achieve both robustness and
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