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Abstract

The rapid advancements and widespread application of deep neural
networks (DNNs), coupled with their reliance on sensitive and pri-
vate data, have sparked growing concerns regarding data privacy
and the “right to be forgotten”. To address these concerns, machine
unlearning has been proposed to efficiently eliminate the influence
of specific training data from trained DNNs. However, existing
machine unlearning methods struggle with the large number of pa-
rameters in trained DNNs, which lead to slow execution and high
memory consumption, making them impractical for large-scale
models. In this paper, we shift our focus to the small set of weights
in the final classification layer of DNNs, which are defined as as
“prototypes" for different classes. Our key observation is that the
prototype associated with the unlearned training data undergoes
a significant shift, whereas prototypes of unrelated classes exhibit
only minor changes when comparing the prototypes of original and
retrained models. Based on this observation, we propose a novel
machine unlearning approach that efficiently achieves machine
unlearning by directly adjusting the prototypes of DNNs. We first
introduce Naive Prototype Surgery (Naive PS), a fast and simplified
method that uses a closed-form solution to approximate unlearn-
ing effect by directly adjusting the prototype associated with the
unlearned data. Next, we propose Prototype Surgery (PS), which
incorporates soft label information to fine-tune the prototypes of
all classes, to achieve a more effective unlearning. Both methods
achieve data unlearning by only modifying the prototypes in the
DNNs, thus avoiding the challenges posed by the large number of
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model parameters. Extensive experiments on four datasets demon-
strate that our methods significantly accelerate the unlearning pro-
cess while achieving comparable results to five existing methods in
terms of both unlearning performance and privacy guarantee.
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1 Introduction

Driven by large-scale training datasets and sophisticated architec-
tures [19], the rapid advancements and widespread application
of machine learning models, particularly Deep Neural Networks
(DNNs), have achieved near-human performance on various tasks.
However, the reliance on collecting large-scale training data, which
usually including sensitive and private information, has raised sig-
nificant privacy concerns of the data providers and owners [11, 40].
Existing works have shown that the DNNs may inadvertently mem-
orize and expose sensitive information from the training data, re-
sulting in risks of privacy leakage [28, 45]. In response, privacy
regulations such as the European Union’s General Data Protection
Regulation (GDPR) [39] have been enacted, granting data owners
the “right to be forgotten” and the ability to request the removal of
their data from trained DNNSs. Retraining models from scratch with-
out the data that needs to be unlearned is a theoretically effective
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approach, but it is computationally prohibitive. This has catalyzed
growing interest in machine unlearning techniques, which aim
to efficiently remove the influence of specific data from trained
models [33, 44].

Recently, lots of machine unlearning methods have been pro-
posed. In this paper, we focus on sample-level unlearning, which
aims to remove the influence of specific data samples from trained
models. Specifically, existing unlearning methods for DNNs mainly
rely on modifying model parameters. A part of methods rely on
matrix-based computations, such as the Fisher Information Ma-
trix, to identify the parameters most relevant to the data to be un-
learned [13-15], and then modify these parameters accordingly to
achieve unlearning. Beyond matrix-based approaches, fine-tuning
methods aim to adjust model parameters by either optimizing all
parameters [5] or selectively updating specific ones to improve
unlearning efficiency [4]. Although these approaches can address
requirements of machine unlearning, they face two critical limita-
tions: (1) prolonged unlearning times due to high computational
complexity, and (2) substantial memory overhead during parame-
ter updates. These constraints significantly hinder their practical
deployment on large-scale models and datasets, as summarized in
Table 1.

To address the limitations of computational and memory over-
head, we focus on the classification layer of DNNs, which typically
maps the features extracted by the preceding layers to class-specific
predictions. Importantly, the objective of machine unlearning is
to ensure that the model’s outputs no longer reflect the influence
of specific data. Since the final classification layer directly gov-
erns these outputs, we naturally take it into consideration as a
target for unlearning. Based on this insight, we concentrate on the
weights of the classification layer, which we define as “prototypes”
representing each class. During training, samples from a given
class collectively shape the corresponding prototype, allowing it to
serve as an abstract representation of the whole training data of a
class. Ideally, if a portion of the training data is removed, the proto-
type should exhibit a shift compared to the one trained on the full
dataset—capturing the absence of the unlearned data’s influence.

Focusing on the prototypes in DNNs, we explore the possibil-
ity of achieving machine unlearning by directly adjusting these
prototypes. Correspondingly, we first observe the prototypes in
DNNs by comparing the prototypes of multiple original models
and retrained models after removing a part of training data from
one certain class. For clarity, we refer the class corresponding the
unlearned data as the target class. As visualized in Figure 1, two
key insights emerge from this analysis. Firstly, the prototypes for
the target class undergo significant shifts in the retrained models
compared to their counterparts in the original models. Secondly,
the prototypes for non-target classes remain highly similar between
the original and retrained models, maintaining relatively stable po-
sitions. Despite this similarity, the prototypes for non-target classes
still experience minor perturbations. These observations suggest
that the influence of unlearned data is primarily reflected in the
prototype of the target class, while the impact on non-target classes
is limited.

In light of the above observations, we propose directly modifying
the prototypes (i.e., the weights of the final classification layer) to
effectively eliminate the influence of specific training data from
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Figure 1: The t-SNE visualization of prototype shifts reveals
two key observations. Prototypes before unlearning (pre)
and after unlearning (post) are color-coded by class, with the
target class highlighted in vibrant red. First, the prototype
of the target class undergoes a significant shift from pre to
post. Second, prototypes for non-target classes remain largely
consistent, exhibiting only minimal perturbations.

a trained DNN. This approach avoids the need for costly updates
across the entire network, offering a lightweight and scalable al-
ternative. In this paper, we propose two novel prototype-based
machine unlearning methods: Naive Prototype Surgery (Naive PS)
and Prototype Surgery (PS). Naive PS utilizes a closed-form solution
to efficiently approximate the prototype shift for the target class,
enabling selective removal of the unlearned data’s influence with
minimal computational cost. In contrast, PS introduces a more fine-
grained adjustment strategy by leveraging soft-labeled unlearned
data. This allows for precise and robust updates to both target and
non-target class prototypes, further enhancing unlearning effec-
tiveness while preserving model performance.

Despite the apparent simplicity of directly modifying proto-
types, our unlearning approaches confront two key challenges.
The first challenge stems from the inherent complexity of operat-
ing in high-dimensional prototype spaces. Unlike low-dimensional
visualizations where updates are intuitive, prototype adjustment in
high-dimensional spaces is complicated by the large number of di-
mensions and their interdependencies. To address this, we conduct
a detailed analysis of the prototype update process and formulate
it mathematically. This modeling enables us to approximate the
required changes for unlearning using a closed-form solution, as
implemented in Naive PS, thereby allowing efficient and direct pro-
totype updates that effectively remove the influence of unlearned
data.

The second challenge arises from the observation that, although
unlearning predominantly affects the prototype of the target class,
it also induces subtle yet non-negligible shifts in non-target class
prototypes. If left uncorrected, these shifts may lead to inconsis-
tencies between the unlearned model and a model retrained from
scratch. To mitigate this, PS leverages the rich semantic information
contained in soft-labeled unlearned data to guide the adjustments
of both target and non-target prototypes. This strategy ensures
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Table 1: Comparison of Machine Unlearning Methods

Comparison Method Ratio of Modified Refm.alnmg Extra Data Additional Requirements
Model Parameters Training Data

SISA [1] 100% Yes No Pre-Storage of Sub-Model Parameters
Parameter Selection [13, 15] 30~90% N X X

Relabel Unlearning [7, 20] 100% v X X

Adversarial Tuning [4, 5] 2~90% X v X

Naive PS (Ours) 0.2~1% X X Embeddings of Training Data

PS (Ours) 0.2~1% X X X

Required: v Non-required: x

that the updated model remains well-aligned with the behavior of a
fully retrained model, achieving more precise and robust machine
unlearning.

We summarize our contributions as follows:

e We introduce a novel prototype-centric perspective for ma-
chine unlearning in DNNs, shifting the focus from tradi-
tional parameter-centric approaches, which aim to identify
and modify large-scale model parameters, to the modifica-
tion of the final classification layer. By directly adjusting the
prototypes (i.e., the weights of the last classification layer)
associated with the unlearned data’s class, we offer a more
efficient alternative with potential advantages in terms of
computational cost and scalability. To the best of our knowl-
edge, this is the first work to explore machine unlearning
through a prototype-centric lens.

e We propose Naive PS, a method that efficiently approxi-
mates the removal of unlearned data’s influence by directly
adjusting the prototype of the corresponding class using a
closed-form solution. By directly adjusting the prototypes,
Naive PS enables fast unlearning with minimal computa-
tional complexity.

e We also introduce PS, a method that refines the prototypes
of all data classes through fine-tuning the last classifica-
tion layer on the soft-labeled unlearned data. This approach
ensures precise adjustments to all prototypes while main-
taining computational efficiency. In addition to updating the
prototype of the unlearned data’s class, PS carefully accounts
for the impact on other prototypes, aligning the unlearned
model closely with a retrained model.

e We conduct extensive experiments on four popular datasets
and four DNN architectures to validate the effectiveness
and efficiency of our methods. The results demonstrate that
Naive PS and PS achieve comparable unlearning perfor-
mance to five existing methods, while significantly reducing
computational and memory requirements. The code of PS is
available at: https://github.com/SPHelixLab/PS_Unlearn.

2 Related Works

In this section, we first provide an overview of machine unlearning
techniques for traditional machine learning models, followed by a
focus on unlearning methods specifically designed for DNNs.
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2.1 Unlearning for Machine Learning Models

Machine unlearning techniques have already been explored in tra-
ditional machine learning models to efficiently remove specific data
points while minimizing computational overhead. Cao et al. [3]
adapt the support vector machine algorithm into a summation
form, enabling efficient unlearning by adjusting specific summa-
tions. Ginart et al. [12] propose a hierarchical aggregation method
for k-Means models, updating only the relevant clusters to avoid
full retraining. Similarly, Nguyen et al. [31] use variational inference
to enable efficient unlearning in Bayesian models by minimizing
the Kullback-Leibler divergence between the approximate posterior
belief of model parameters (after unlearning from erased data) and
the exact posterior belief (from retraining with the remaining data).

For other machine learning models, Brophy et al. [2] introduce
DaRE, which randomly updates subtrees in random forest mod-
els to achieve machine unlearning. Other methods, such as the
Markov chain Monte Carlo-based algorithm by Nguyen et al.[32],
approximate retrained models to reduce unlearning overhead.

Brophy et al. [2] introduce DaRE, which randomly updates sub-
trees of random forest models to achieve machine unlearning. Other
techniques, such as the Markov chain Monte Carlo-based algorithm
by Nguyen et al. [32], approximate retrained models to reduce un-
learning overhead. While effective, these techniques are tailored to
specific models and cannot be directly applied to DNNs.

2.2 Unlearning for DNNs

In DNNs, the naive approach of retraining models from scratch to
exclude unlearned data is exact but computationally prohibitive,
particularly for large-scale models. As a result, many machine un-
learning methods for DNNs have been proposed. Existing work in
DNN s can be categorized into two main approaches: exact unlearn-
ing and approximate unlearning.

2.2.1  Exact Machine Unlearning. Exact machine unlearning meth-
ods aim to accelerate retraining by modifying the training pipeline
of DNNs. Bourtoule et al. [1] propose the SISA framework, which
partitions the training data into chunks and trains submodels inde-
pendently, enabling retraining of only a subset of submodels and
accelerating the overall retraining process. Yan et al. [42] further
optimize data partitioning in SISA to improve unlearning efficiency
and reduce data dependency issues. For graph neural networks,
Chen et al. [6] introduce GraphEraser, a shard-based partitioning
approach to efficiently unlearn specific data.
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In contrast to the SISA framework, DeltaGrad [41] accelerates
retraining by caching gradient information, allowing faster updates
during unlearning. Similarly, Liu et al. [27] propose a federated
unlearning method that combines local data removal with first-
order Taylor approximations. While these methods can accelerate
the retraining process, they either fundamentally alter the original
training pipeline or require information from the training process,
which may compromise model performance and cannot be applied
to already trained models.

2.2.2  Approximate Machine Unlearning. Approximate machine un-
learning methods aim to remove the influence of unlearned data
without requiring full retraining, instead directly modifying the
model parameters. Golatkar et al. [13] use the Fisher Information
Matrix (FIM) to identify and neutralize parameters that are heavily
influenced by the unlearned data. Similarly, Guo et al. [15] apply in-
fluence functions to approximate the impact of specific data samples
and adjust the corresponding model parameters. To further reduce
computational complexity, Suriyakumar et al. [38] propose an on-
line unlearning algorithm that avoids recalculating the Hessian
matrix. Mehta et al.[29] identify a Markov Blanket of parameters
for efficient unlearning, limiting updates to a small subset of param-
eters. In federated learning settings, FedEraser [24] and SIFU [10]
utilize stored historical updates to efficiently unlearn the training
data of a federated client.

In addition, a part of works leverage fine-tuning techniques to
refine specific aspects of the model in order to achieve machine un-
learning. For instance, Boundary Unlearning [5] fine-tunes DNNs
to remove the influence of unlearned data from the perspective
pf decision boundaries rather than the model parameters. Simi-
larly, Cha et al. [4] employ adversarial examples and importance
weights to adjust the model’s decision boundaries and selectively
erase specific instance information. Chundawat et al.[7] propose a
teacher-student framework for selective knowledge transfer as a
method for achieving machine unlearning.

Despite the variety of methods introduced above, they all share a
common underlying approach: removing the influence of unlearned
data by modifying model parameters. While these parameter-centric
approaches have driven significant progress in machine unlearning,
they also come with two remarkable limitations. First, parameter-
centric methods often entail significant computational costs. Even
when only a subset of middle parameters is modified, the inher-
ent update mechanism of DNNss still requires computing gradient
information for most of the model’s parameters, leading to sub-
stantial memory and computational overhead. This undermines the
goal of reducing resource consumption, particularly for large-scale
models and datasets. Second, these methods typically rely on ac-
cess to the remaining datasets or stored intermediate states, which
can be impractical in real-world scenarios due to privacy concerns
or data unavailability. These limitations motivate us to propose
a more parameter-efficient unlearning method. In this paper, we
focus on a prototype-centric perspective, where only the weights of
the last classification layer are adjusted. Our approach significantly
reduces resource consumption while still achieving the objectives
of machine unlearning.
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3 Preliminaries and Notation

In this section, we establish the notation and foundational concepts
related to machine unlearning. Let us denote the original training
setas D = {(x;,y:) | xi € X,y; € Y,1 <i < N}, wherex; € X
represents the input data (e.g., an image), and y; € Y denotes the
corresponding label, with Y/ = {1,..., C} being the label space. C
is the total number of classes and N is the total number of samples
of training data. Then, we define the unlearning set D, C D as
a subset of the original training data, which consists of the data
points that need to be unlearned. The remaining set is denoted
as D, = D \ Dy, and D; represents the original test set. In our
paper, we focus on sample-level machine unlearning, where the
unlearning set D, is constructed by training samples from one
specific class.

Next, given the critical role of prototypes in our approach, we
formally define the prototypes within DNN classification models.
Generally, a DNN classification model M can be divided into two
components: a feature extractor 7 and a final classification layer.
maps an input x € R to an embedding vector e € R™*F as follows:

e=7(x), (1)

where E denotes the number of feature embedding dimensionality.
With the embedding vector for an input sample, the final classi-
fication layer then computes the logits as follows:

z=eW' +Db, ()

where z € R™*€ represents the logits for all classes, and b € R1XC
is the bias term. The dot product eW’ essentially captures the
similarly between the embedding vector e and each row w, € R1*E
of W, which corresponds to the prototype for the c-th class. In other
words, w, represents the class prototype for class c, and thus we
regard w, as the prototype for the c class. Besides, we define the
weight matrix W € RE*E as the prototype matrix,

After that, the logits z are then passed through a softmax function
to compute the probability vector p € R™*C, which represents the
likelihoods across all classes:
Sy exp(z)
Through the softmax operation, the logits are transformed into
normalized probabilities. Generally speaking, for a trained model,
the prediction of the classification model is essentially based on
calculating the similarity between the sample’s embedding and
each column of the classification layer’s weights. Then the model’s
prediction is determined by comparing the similarity scores.

Consider the original DNN model M, parameterized by 6 € RY,
where P is the total number of model parameters, with prototypes
denoted as Wi, The formal goal of unlearning is to adjust the
parameters 6 such that the modified model approximates the per-
formance of the retrained model with parameters *. Existing un-
learning methods involve either modifying the entire parameter set
0 or adjusting a subset of important parameters within 6. However,
both approaches are often inefficient and computationally expen-
sive. Instead, given the critical role of the prototype matrix W1
in determining the model’s outputs, effective unlearning can be
achieved by focusing solely on adjusting the prototypes. Specifi-
cally, this involves modifying W' to a new prototype matrix WU,

., Yee{l2...C}. 3)

e =
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while keeping the remaining model parameters unchanged. This
ensures that the unlearned model’s outputs closely match those
of the retrained model, achieving the unlearning objective with a
fewer computational cost.

4 Naive Prototype Surgery

In this section, we begin with the simple one-layer linear classifi-
cation model and gradually extend our prototype concept to more
complex DNN models.

4.1 Prototypes in One-Layer Classification
Models

The fundamental idea of our machine unlearning approach is de-
rived from the simple one-layer linear classification model. To build
a foundation for understanding more complex architectures, we
begin with this simple yet powerful model. Within the one-layer
linear classification model, the input x is mapped to C classes using
a set of prototype vectors wy, wy, ..., wc as follows:

©)

where z = [z, z,, ..., zc] represents the logits for each class. In-
tuitively, each logit z. is computed as the similarity between the
embedding x and the prototype w, of class ¢, making prototypes
central to the classification process. These logits are then converted
into class probabilities using the softmax function with Eq. (3).

The training process of this model ensures that each prototype
w, evolves into a representative embedding for its corresponding
class through interactions with the training samples. During train-
ing, the model adjusts the weight matrix W to maximize the dot
product between a sample’s features and the weight corresponding
to its class. This process enables each class’s weight vector w, (i.e.,
prototype) to aggregate the typical features of that class’s data. In
other words, the weight vector w, for each class can be regarded as
the weighted average of the training samples, making it the proto-
type for that class’s data. Understanding how this process operates
is crucial, especially when data distributions shift, as it ensures
that prototypes adapt appropriately and continue to accurately
represent their respective classes.

z:x(wl,wz,...,wc) +b,

4.2 Prototypes in DNNs

Now, we extend our prototype concept to more complex DNN mod-
els. Specifically, we focus exclusively on the final classification layer.
By doing so, we can treat the parameter matrix of the classification
layer W' as the set of prototypes. Note that we modify only the
classification layer while keeping the feature extractor fixed. Thus
the embedding vector x = ¥ (x) for the input data x is fixed. This
allows us to approximate the final classification layer as a one-layer
linear classification model. To quantify the prediction error when
predicting the probabilities y from an input x, a commonly used
metric is the cross-entropy (CE) loss function Lcg, expressed as:

C
Lee(M(x),y) == " yelog(pr), (5)

k=1

!For clarity and consistency with the previous one-layer model, we also denote the
parameter matrix of the classification layer as W.
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where py is the predicted probability for class k, and yy, is the one-
hot encoded ground-truth label.

Due to the non-convex nature of DNNS, iterative optimization
methods are typically employed to minimize the loss function Lcg.
One of the most widely used optimization strategies is stochastic
gradient descent (SGD), which updates the model parameters it-
eratively. the update rule for optimizing the classification layer’s
parameter matrix W using SGD is given by:

oL

Wi =W, —
t+1 t 6W

(6)

WD
where W, represents the prototypes at iteration ¢, D is the training
data, and 7 is the learning rate.

By applying the chain rule and explicitly computing the gradi-
ent with respect to the prototypes, the gradient at step ¢ can be

expressed as:
N
D -y
i=1

where p is the predicted probability vector obtained through the
softmax function, and y is the one-hot encoded ground truth label.
X; denotes the embedding vector obtained from the feature extractor
of the DNN model for the input sample x;, where i € [1,2,...,N].
Then integrating this gradient into the SGD update rule yields the
following iterative formula for updating W:

oL
IW

1

)

w.,p N

N
1 3
Wi =Wy - D - Yk ®)

i=1
Subsequently, by extending this iterative process across multiple
steps, the prototypes W, at iteration ¢ are updated according to the

following equations:

W, =W, - QX, ©)

Here, W, represents the initial parameters, X denotes the embed-
dings of the trianing data O, and Q is the cumulative error term,
which represents the weight adjustments accumulated over all iter-
ations. Specifically, Q accumulates the gradient contributions from
the predicted errors over all past steps.

While DNNGs are significantly more complex than one-layer clas-
sification models, the core principle of prototypes remains consis-
tent across both. In both models, prototypes are adjusted to better
align with the training samples from the same class and to dis-
tance themselves from training samples from other classes. This
key mechanism persists despite the deeper and more intricate struc-
ture of DNNs, emphasizing the foundational role of prototypes in
linking data with predictions.

From a broader perspective, Q accumulates the influence of all
training samples during optimization, illustrating how each training
sample’s embedding contributes to the corresponding prototype.
Notably, the updates to W at each training step are driven solely by
the training data and its prediction errors. Therefore, the trained
prototypes W can be viewed as a weighted average of the training
data, with the weights corresponding to each sample’s prediction By
connecting prototypes with the training data in this way, we enable
a mechanism for effective machine unlearning, where adjustments
to the prototypes can remove or modify the influence of specific
data points in a computationally efficient manner.
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4.3 Implementation of Naive PS

Through our observations, we identify the phenomenon of pro-
totype shift that occurs before and after unlearning specific data.
This shift arises directly from the removal of unlearned data, which
disrupts the cumulative contributions to the prototype. Since pro-
totypes can be regarded as weighted aggregations of the training
data, this shift can be intuitively corrected by isolating and ex-
plicitly removing the contribution of the unlearned data from the
corresponding prototype.

To implement the unlearning procedure, we first adjust the em-
bedding matrix X by removing the rows corresponding to the un-
learned samples. The remaining rows are denoted as X,, which
represent the feature embeddings of the remaining data. Next, we
need to update the cumulative error term Q to reflect the changes
in X,. However, Q is not directly observable. To compute it, we
leverage the relationship outlined in Eq. (9), utilizing the parameters
from the original model and the training initialization. Once Q is de-
termined, we remove the columns corresponding to the unlearned
samples, resulting in the adjusted term Q,. Finally, the unlearned
prototypes can be computed using the following equation:

W =W, - Q. X, (10)

where WY denotes the parameter of the unlearned classification
layer and W, represents the parameter initialization of the classifi-
cation layer.

We refer to this unlearning method as Naive PS. It effectively
captures the observed changes and allows the model to efficiently
transition to its unlearned state. By aligning the prototypes with
their expected behavior after unlearning, this method provides a
computationally efficient solution, ensuring minimal disruption to
the representation of the remaining data.

5 Prototype Surgery

Although the Naive PS method can effectively achieve machine
unlearning with low computational cost, it has two key limitations
that constrain its practical applicability. First, it relies on pre-saved
feature embeddings of the training data. In practical scenarios,
however, these embeddings are often not deliberately stored during
training. Recomputing them by loading the entire training dataset
is neither efficient nor feasible, especially given today’s large-scale
datasets, making this approach difficult to scale in practice. Second,
Naive PS overlooks the broader impact of unlearning on classes
unrelated to the unlearned data. While it adjusts the class prototype
corresponding to the unlearned data, it does not account for the
influence that unlearning certain samples may have on other class
prototypes. However, our previous analysis shows that removing
data from a single class can lead to prototype shifts in multiple
classes, not just in the one directly associated with the unlearned
data.

As discussed in the previous section, during training, the contri-
bution of a sample to all class prototypes in a DNN is influenced
by its prediction loss, which is directly determined by the model’s
predicted probability for that sample. To explore this further, we
conduct experiments analyzing how the retrained model (without
the unlearned data) predicts on the unlearned samples. As shown
in Figure 2, we observe a key phenomenon: in the original model,
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the prediction probabilities of unlearned samples tend to naturally
align them with classes that are semantically or structurally close
to their original category.

As shown in Figure 2, our observations highlight a key phenom-
enon: in the retrained model, the prediction probability for the
corresponding class of the unlearned data significantly decreases,
while the probabilities assigned to other classes increase accord-
ingly. However, the overall prediction probability distribution of
the unlearned samples across all classes in the original model nat-
urally aligns with that of the retrained model. This observation
inspires our approach: by assigning a carefully designed prediction
probability vector to the unlearned data and training the model
exclusively on these samples, we can steer the adjustment of all
class prototypes in the original model. This enables a fine-grained,
global correction of prototype shifts induced by unlearning.

5.1 Soft-Labeling Unlearned Data

Based on our observations, we adopt the soft label technique from
prior research [30, 43] to relabel the unlearned data. By incorpo-
rating the model’s predicted probability distribution, our soft-label
method enables finer-grained adjustments and facilitates prototype
updates across all classes.

For a given unlearned sample, let z represent its logits vector,
and y denote its one-hot label vector. To obtain the soft labels, we
first adjust the logits by setting the target class’s logit to zero:

(11)

where (z o y) isolates the logit value of the corresponding class of
the given unlearned sample.

The adjusted logits are then normalized to compute the prob-
ability vector p. The probability for class ¢ € C, denoted as p, is
computed as:

Z =z-(zoy)y,

’
ZC

DA
where z is the adjusted logit for class ¢, and the denominator
ensures that the probabilities sum to one. This normalization dis-
tributes probabilities according to the relative magnitude of the
logits, allowing p to serve as a meaningful soft label that incorpo-
rates the model’s biases toward other categories. Since the logits for
most other classes are typically very small and contribute negligibly
to the overall probabilities, they can be safely ignored. Thus, we
retain only the top two logits (excluding the target class) and set
the rest to zero. This reduction not only improves computational
efficiency but also focuses the soft labels on the most relevant com-
peting categories, which are most likely to influence prototype
updates.

Pe (12)

5.2 Refining Prototypes with Soft-Labeled Data

Once the soft labels for the unlearned data are computed, we fine-
tune the original model by updating only the prototype parameters
WO, while keeping all other model parameters frozen. The un-
learned prototypes W"" are obtained by minimizing the following

objective function:
W' = arg min Z L (xi, pi, WT). (13)

werl X; € Dy,pi
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Figure 2: Consistency in prediction distributions between
original and retrained models on the unlearned data. The
alignment between the original and the retrained model’s
predictions highlights the valuable role of the original pre-
dictions in guiding prototype adjustments, especially for the
classes that are not corresponding to the unlearned data.

Note that the prototype refinement process involves only the un-
learned data and does not require access to either the remaining
data or the test data.

This soft-label-based adjustment ensures that the prototypes
in the unlearned model closely align with those of the retrained
model. By leveraging only the soft-labeled unlearned samples, our
method enables efficient unlearning without requiring access to the
remaining training data. In addition, our PS method updates only
the prototype parameters in the final classification layer of the orig-
inal model, which significantly reduces computational overhead by
restricting gradient updates to a single layer. Furthermore, since
only the prototypes are updated while the rest of the model remains
frozen, the impact on non-unlearned data is minimal, thereby pre-
serving overall model performance. By incorporating the nuanced
information captured in the soft labels, our method refines the pro-
totypes to more accurately adjust the original model, making them
consistent with those of a fully retrained model. This approach
effectively minimizes the influence of the unlearned data while
maintaining both robustness and efficiency.

6 Performance Evaluation

We evaluate our Naive PS and PS on multiple machine unlearning
benchmarks, using experimental settings consistent with those
employed in previous machine unlearning studies [4, 5, 13]. The
performance of our methods is assessed from several perspectives,
including unlearning performance, privacy guarantees, unlearning
efficiency, and prototype similarity.

6.1 Experimental Settings

Datasets. We conduct our evaluation experiments on four widely
used datasets in the field of machine unlearning: MNIST [9], CIFAR-
10, CIFAR-100 [21], and TinyImageNet [8], which are consistent
with existing works [4, 5, 13].

Models. We demonstrate the versatility of our methods by ap-
plying different model architectures to each dataset (c.f. Table 2).
Specifically, for the MNIST dataset, we use the LeNet-5 model [23].
For the CIFAR-10 and CIFAR-100 datasets, we respectively employ

2810

ACM CCS’25, October 13-17, 2025, Taipei

Table 2: Datasets and Corresponding Model Architectures

Dataset Model

MNIST LeNet5
CIFAR-10 ResNet20
CIFAR-100 ResNet50

TinyImageNet VGG16

the ResNet-20 and ResNet-50 models [17]. For TinylmageNet, we
utilize the VGG-16 model [37].

Comparison Baselines. We compare our Naive PS and PS
methods with six existing machine unlearning methods.

e Retrain. This method retrains the model from scratch using
only the remaining data. Typically, the retrained model is
considered the gold standard for machine unlearning.
Fine-Tune. This method fine-tunes the original model using
the remaining data with a larger learning rate for multiple
epochs. Continuing to train on the remaining set induces cat-
astrophic forgetting in the unlearning set, thereby achieving
unlearning.

Random Label [16]. This method fine-tunes the original
model on the modified unlearned data, in which each un-
learned sample is assigned a random label. Since the un-
learned set is randomly labeled, the model will be misguided
and perform worse on unlearning set, thus remove the cor-
responding influence from the original model.

Negative Gradient [13]. This method fine-tunes the origi-
nal model on both the unlearned data and the remaining data.
For the unlearned data, it uses the negative loss gradient for
parameter updates via gradient ascent. This approach inten-
tionally degrades the model’s performance on the unlearning
set to achieve unlearning.

Fisher [13]. The Fisher unlearning method first uses gradi-
ent information to identify the parameters most relevant to
the unlearned data, and then adds noise to these parameters
to interfere with the model’s performance on the unlearned
data, thereby facilitating unlearning.

L2UL [4]. The Learning to Unlearn (L2UL) method identifies
important parameters associated with the unlearned data
using an importance metric. It then leverages adversarial
samples generated from the unlearned data to help the model
unlearn at a representative level.

Implementations. Our methods and other baselines are imple-
mented in Python 3.8 using the PyTorch library [34] to build all DNN
models. All experiments are conducted on a workstation equipped
with two NVIDIA GeForce RTX 4080 GPUs. For all datasets, we use
the SGD optimizer with a weight decay of 10™%, a momentum of
0.9, and a batch size of 256 to train the original model. The learning
rates for MNIST, CIFAR-10, CIFAR-100, and TinyImageNet are set
to 1073, 0.2, 0.01, and 0.02, respectively. Unless otherwise specified,
these configurations are used by default. For unlearning methods
based on retraining or fine-tuning, we employ the SGD optimizer
with learning rates ranging from 5 x 107° to 0.3 and epochs rang-
ing from 5 to 60. For the Fisher and L2UL methods, we adopt the
hyperparameters specified in the original papers.
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Table 3: Average accuracy (%) of our PS and comparison methods. The prediction accuracy gap relative to the Retrain method is
indicated in parentheses. Both Original and Retrain methods are not directly comparable in terms of prediction accuracy gap,

“_»

hence denoted by a

symbol. Experiments are conducted across 4 datasets. The best results among the all unlearning methods

are highlighted in bold. The Avg. Gap column represents the average performance gap compared to the Retrain method across

the unlearned data, remanining data, and test data.

5 ¢ . . : Random Negative s Naive PS PS
Dataset Metric Original Retrain  Fine-Tune Label Gradient Fisher L2UL (Ours) (Ours)
Accon Dy, 99.06 91.29 96.30 (5.01) 96.35 (5.06) 0(91.29) 98.90 (7.61) 88.80 (2.49) 97.68 (6.39)  91.19(0.10)
MNIST Accon D, 98.10 97.43 99.29 (1.86)  98.97 (1.54)  95.64(1.79)  98.13(0.70)  93.94(3.49) | 98.15(0.72)  97.96(0.53)
Acc on Dy 98.20 97.15 98.42(1.27)  98.45(1.30)  85.83(11.32)  98.17(1.02)  93.73(3.42) | 98.08(0.93)  97.48(0.33)
Avg. Gap - - 2.71 2.63 34.80 3.11 3.13 2.68 0.32
Accon Dy, 88.27 63.06 70.16 (7.10)  63.64 (0.58) 0 (63.06) 87.59 (24.53)  27.58 (35.48) | 70.39(7.33)  63.43(0.37)
CIFARS6 Acc on D, 83.35 88.74 94.49 (5.75)  93.04(4.30)  82.66 (6.08)  78.51(10.23)  75.66 (13.08) | 78.17 (10.57)  84.52(4.22)
Accon Dy 80.60 72.44 78.63(6.19) 8258 (10.14)  69.97 (247)  76.19(3.75)  69.81(2.63) | 74.43(1.99)  76.87 (4.43)
Avg. Gap - - 6.35 5.01 23.87 12.84 17.06 6.63 3.01
Accon Dy, 75.92 4.87 19.15(14.28)  4.12(0.75) 0 (4.87) 74.49 (69.62)  5.67 (0.80) | 53.28 (48.41)  3.67 (1.20)
CIFAR-100 Accon D, 83.26 85.18 83.93(1.25)  74.27(1091) 71.25(13.93)  76.47(9.71)  83.26(1.92) | 81.74(3.44)  82.73(2.45)
Accon Dy 56.98 45.60 49.17 (3.57)  46.85(1.25)  3.85(1.75)  55.33(9.73)  48.26 (2.66) | 54.25(8.65)  47.48 (1.88)
Avg. Gap = = 6.37 4.30 6.85 29.69 1.79 20.17 1.84
Accon Dy, 100 21.06 12.81(8.25) 30.43 (9.37) 2.55 (18.51) 100 (78.93) 23.78(0.71) | 98.70(77.63) 22.27(1.21)
TinvimageNet Acc o Dr 98.93 99.26 100 (0.74) 98.30 (0.96)  99.83(0.57)  97.98(1.28)  93.55(5.71) | 98.87(0.39)  99.70 (0.44)
yimag Acc on Dy 54.01 49.40 44.57 (4.83)  44.92(4.48)  51.29(1.89)  53.57 (4.17)  46.64 (2.76) | 52.78(3.38)  48.80(1.40)
Avg. Gap - - 4.61 4.94 6.99 28.13 3.06 27.13 1.02

Specifically, for all experiments, we repeat each trial 10 times
within a single run, and then record the average and standard devia-
tion of the accuracy curve to evaluate the stability of the unlearning
method. An ideal unlearning method should not only be efficient
but also exhibit high stability, ensuring consistent performance
while effectively achieving the intended unlearning performance
on the specific data. Note that we focus on sample-level machine
unlearning, where we randomly select images from a specific class
to construct the unlearning dataset. In the main experiment table,
consistent with the settings of existing unlearning studies [22, 26],
we randomly choose 10% of the data from a particular class as the
unlearned dataset, with the remaining samples from the training
data forming the remaining dataset.

Metrics. We evaluate our unlearning methods across four key di-
mensions: Unlearning Performance, Privacy Guarantee, Unlearning
Efficiency, and Prototype Similarity.

Specifically, for evaluating Unlearning Performance, we use
four metrics: prediction accuracy on the unlearned data D, the
remaining data 9,, and the original test set D;. Additionally, we
calculate the average accuracy gap on D, D,, and D, between
the unlearned model and the retrained model, which serves as the
gold standard for all unlearning methods. Additionally, we use
Entropy Distance (ED) [13] as a metric to evaluate the effectiveness
of our unlearning methods by comparing the logits distributions
of the retrained and unlearned models. Let P, be the probability
distribution derived from the logits of the retrained model and P,
be the distribution from the logits of the unlearned model. The ED
is calculated using the Jensen-Shannon (JS) divergence:

P+

P, P, + P,
) +KL(P | T

2

ED(P, || ) = 5 (KL, | ). a9
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where the Kullback-Leibler divergence (KL) is:
P(x)

Q(x)
A lower ED indicates that the output distribution of the unlearned
model is more similar to that of the retrained model, suggesting
effective unlearning. For Unlearning Efficiency, we measure the
total time required by each unlearning method, excluding time
spent on operations such as data loading and model loading.

For evaluating the performance from the Privacy Guarantee
perspective, we follow existing works [5, 13] and employ the widely
used Membership Inference Attack (MIA) [36] to assess the un-
learned models. By analyzing predicted labels and probability out-
puts of the unlearned models, we can measure the residual influence
of the unlearned data within the model. With the retrained model
serving as the gold standard, the ideal outcome is that the prediction
behavior of the unlearned model is indistinguishable from that of
a retrained model [18, 25, 35]. Thus the MIA can achieve a similar
performance on both the unlearned and retrained models, indicat-
ing that the unlearned data no longer has a detectable influence on
the unlearned model.

KL(P || Q) = ) P(x)log (15)

Finally, since our method attempts to achieve machine unlearn-
ing by adjusting the prototypes of the original model to resemble
those of the retrained model, the similarity between our unlearned
prototypes and the retrained prototypes serves as an indicator of
unlearning effectiveness. Therefore, we define the Prototype Sim-
ilarity Score (PSC) as a metric to assess whether our unlearned
prototypes are effectively aligned with the retrained ones. For a
given class, let v, be the prototype vector from the retrained model
and v, be the corresponding prototype vector from an unlearned
model. Formally, the PSC is calculated using cosine similarity, de-
fined as:

‘s

PSC(vy,vy) = W’
r u

(16)
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where - denotes the dot product, and |v| represents the Euclidean
norm of vector v. A high PSC indicates that the prototype vectors for
the corresponding class are similar, suggesting effective unlearning.

6.2 Unlearning Performance

The primary objective of machine unlearning is to effectively re-
move the influence of the unlearned dataset 9, while preserving
model performance on the retained dataset D, and unseen test data
D;. To evaluate the effectiveness of various unlearning methods,
including our proposed approaches, we present a comparison ex-
periment and the results are shown in Table 3. This table provides
a comparative analysis of our methods alongside several existing
techniques, showing that our approaches achieve competitive re-
sults in most cases.

From the experimental results, we observe that models trained
on the TinyImageNet dataset present the most challenging scenario
in our experiments. In this case, our PS method achieves an ex-
ceptionally low average gap of 1.02%, representing a significant
improvement compared to the latest L2UL method, which achieves
a gap of 3.06%. The L2UL method uses high-level features from
D, to guide fine-tuning, resulting in a small gap of 0.71% on D,,.
However, it would obtain a significant gap of 5.71% on D, and a
2.76% on D;. In contrast, our PS method fine-tunes only a small
subset of parameters with the soft-labeled unlearned data, focusing
specifically on prototype updates. This targeted approach mini-
mizes disruptions to the model’s knowledge, allowing it to preserve
robust performance on D, (accuracy of 99.70% with a gap of 0.44%)
and D, (accuracy of 48.80% with a gap of 1.40%). Compared to
simpler methods like Random Label, which performs well on D,,
but struggles with a higher average gap of 4.94%, our approach
outperforms in retaining model integrity across datasets. This im-
provement can be attributed to our usage of soft-label mechanism.
By leveraging soft labeled unlearned data, our method offers more
precise guidance for the unlearned model, ensuring that it aligns
closely with the retrained version. As a result, it retains overall
model performance while effectively achieving unlearning on the
unlearned data.

Next, we analyze the performance of our proposed Naive PS,
which, like Fisher, avoids additional fine-tuning by directly com-
puting the necessary parameter adjustments for unlearning. From
the experimental results, we can see that Naive PS demonstrates
performance comparable to the Fisher unlearning method. For mod-
els trained on simpler datasets like MNIST, Naive PS demonstrates
superior unlearning performance, with a smaller average gap of
2.68%, compared to Fisher’s gap of 3.11%. As noted in the original
Fisher paper [13], while Fisher is effective for simple architectures
like LeNet5, it struggles as model complexity increases. In contrast,
Naive PS extends its effectiveness to more complex models, such
as those trained on CIFAR-10, consistently outperforming Fisher
and demonstrating greater robustness in unlearning. However, the
limitations of Naive PS become apparent as the complexity of the
models increases. On more complex models trained on datasets
like CIFAR-100 and TinyImageNet, Naive PS shows a decline in
unlearning performance. This can be attributed to the fact that, for
models trained on CIFAR-100 and TinyImageNet, the prediction
probabilities often show high values across multiple classes. As
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a result, during training, the unlearned data not only contributes
significantly to the prototype of its own class but also to the proto-
types of other classes. Therefore, when Naive PS only modifies the
prototype corresponding to the unlearned data, it causes a signifi-
cant drop in performance for other classes. Despite this, Naive PS
still consistently outperforms Fisher across all datasets.

Overall, our proposed methods consistently achieve competitive
results across all datasets, showcasing robust unlearning perfor-
mance. Even on challenging datasets like TinylmageNet, our PS
method achieves a significantly lower average gap compared to
existing approaches, validating its effectiveness. While Naive PS
exhibits some limitations on more complex datasets, it consistently
outperforms Fisher unlearning. These results demonstrate that our
methods are on par with existing approaches, confirming their
adaptability and reliability in diverse unlearning scenarios.

6.3 Unlearning Efficiency

Unlearning efficiency is particularly critical in applications where
quick updates are required. Therefore, we compare the time re-
quired for performing unlearning using our methods against ex-
isting machine unlearning approaches. The experimental results
are shown in Table 4. From the results we can see that both of
our proposed methods offer significant efficiency advantages over
other unlearning techniques. For instance, on the CIFAR-100 and
TinylmageNet datasets, our PS and Naive PS respectively are 2, 360
times and 9,176 times faster than retraining from scratch. Fur-
thermore, compared to the latest LZUL method, our PS achieves a
speedup of 1.84 times on the models trained on CIFAR-100 and 3.11
times on those on TinyImageNet. The remarkable efficiency of our
approach can be attributed to two key factors. First, by focusing
updates solely on the unlearned dataset, we dramatically reduce
the number of samples processed in each batch, accelerating the
unlearning process. Second, our method updates only the proto-
types in the final classification layer of the given model, limiting
gradient computations to a single layer rather than propagating
through the entire model. In contrast to methods like L2UL, which
also update only a subset of model parameters, they still require
the gradient computations across multiple layers. Moreover, L2UL
relies on adversarial samples, further increasing the computational
cost. By leveraging the unique position of prototypes in the final
classification layer, our prototype-based method ensures efficient
updates with minimal computational effort.

Next, based on the results shown in Table 4, we compare two
distinct methods (i.e. Fisher and Naive PS), which are notably faster
than other methods. Neither of these two methods requires addi-
tional training. The table clearly shows that our Naive PS method
significantly outperforms Fisher in terms of unlearning efficiency.
This performance gap can be attributed to the fundamental dif-
ferences in the computational processes of the two methods. Our
Naive PS approach simply deletes selected data from a pre-stored
matrix and uses basic matrix multiplication to update the model
parameters. In contrast, Fisher requires the estimation of the Fisher
information matrix using all the training data, a process that is both
computationally intensive and time-consuming. Therefore, the sub-
stantial time advantage of our method stems directly from these
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Table 4: Total time required for different machine unlearning methods (in seconds).

. . Random Negative . Naive PS PS
Dataset Retrain Fine-tune Label Gradient Fisher L2UL (Ours) (Ours)
MNIST 860.10 1138.40 8.90 8.70 160.22 17.25 0.12 1.25
CIFAR-10 1514.10 2478.00 39.10 45.10 500.61 33.50 0.12 0.98
CIFAR-100 5913.00 2993.50 127.35 140.70 1370.29  4.60 0.38 2.50
TinyImageNet 7823.50 4659.60 1438.15 208.15 1370.29  2.65 0.60 0.85
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Figure 3: Unlearning accuracy curves for different methods across datasets. Each column represents a dataset (MNIST, CIFAR-10,
CIFAR-100, TinyImageNet) with rows depicting accuracy on D,, D,, and D;, respectively. The red dashed line indicates the
performance of the retrained model, with closer proximity indicating better unlearning performance.

computational differences. Overall, our Naive PS method demon-
strates exceptional efficiency compared to Fisher, making it a more
viable solution for time-sensitive unlearning scenarios.

After exploring the efficiency of different unlearning methods,
we now examine their stability, which is critical for ensuring con-
sistent model performance. An effective unlearning method should
maintain stability across repeated experiments, meaning that the
model’s behavior should remain consistent with the same param-
eters. Figure 3 shows the accuracy variation curves for different
unlearning methods across four datasets. The horizontal red line
represents the accuracy of the retrained model, and the closer an
unlearning method’s accuracy curve is to this line, the more success-
ful it is in unlearning the target data. Note that we do not include
Fine-Tune results in Figure 3, as it requires an excessive number
of epochs for updates, making it difficult to clearly represent its
performance changes.
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Overall, our proposed PS method exhibits relatively low vari-
ance in prediction accuracies as the number of training epochs
increases, quickly converging to the performance of the retrained
model. Specifically, our method demonstrates minimal variance
across all datasets, suggesting that the carefully soft-labeled sam-
ples enable stable and precise adjustments to the original model. On
the TinylmageNet dataset, our method’s unlearning speed ranks
second only to the L2UL method, which benefits from the use of
adversarial samples. However, this advantage comes with trade-
offs, as the L2UL method shows larger discrepancies between the
remaining set and the test set. In contrast, our approach minimizes
the impact on unrelated data, ensuring more consistent and stable
performance.
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Figure 4: Prototype similarities between retrained models and unlearned models

Table 5: Ablation study with varying unlearn ratios from 5% to 15%. The table presents the prediction accuracy (%), with the
performance gap relative to the retrained model indicated in parentheses.

Dataset Unlearn Ratio Naive PS Ps

Accon D, Accon D, Accon®dD; AcconD, Accon®D, AcconD;

5% 96.80 (10.00)  98.10 (0.05)  97.99(0.81)  85.78 (1.01)  97.80 (0.35) 96.79 (0.38)

MNIST 10% 97.68 (6.39) 98.15(0.71)  98.08 (0.92)  91.20 (0.01)  97.96 (0.53) 97.48 (0.33)

15% 98.62 (2.75) 98.15(0.10)  98.15(0.15) 91.01 (4.86) 97.94 (0.10) 97.37 (0.63)

5% 72.64 (5.56) 82.08 (5.46)  78.10(5.36)  61.10(5.97) 80.54 (7.00) 75.85 (3.12)

CIFAR-10 10% 70.39 (7.33)  78.17 (10.56) 74.44 (1.99) 63.43 (0.37) 84.52(4.22) 76.87 (4.44)

15% 89.08 (43.38)  82.58 (3.26) 80.23(7.12) 48.80(3.09) 78.79 (7.05) 75.35(2.24)

5% 48.66 (42.37)  72.28 (9.94) 52.22(4.75)  3.71(2.57)  80.52 (8.70) 51.89 (4.42)

CIFAR-100 10% 53.28 (48.41) 81.74(3.44) 54.25(8.65)  3.67 (1.20)  82.73(2.45) 47.48 (1.88)

15% 56.61 (55.49) 77.47 (10.86) 55.90 (7.24)  8.03 (6.91) 78.45(9.88) 53.77 (5.11)

5% 98.40 (73.95)  99.97 (0.03)  52.73 (6.42) 31.73 (14.57) 99.37 (0.62) 49.81 (3.51)

TinylmageNet 10% 98.70 (77.63)  98.87 (0.39) 52.78 (3.38)  22.27 (1.21)  99.70 (0.44)  48.80 (1.4)

15% 97.37 (76.72)  99.98 (0.01)  53.48 (6.52)  14.65 (6.00)  99.83 (0.16) 50.77 (3.81)
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Figure 5: The results of Membership inference attacks against unlearned models. The red line represents the MIA performance
against the retrained model. An effective unlearning method should produce attack results that are close to this red line,
indicating minimal information retention from the unlearned data.

6.4 Privacy Guarantee

Our approaches focus on modifying only the final layer of the
original model, which means that some information about the target
unlearned data might still be retained in the intermediate layers.
However, in current DNN deployment scenarios, most models are
deployed via APIs or as Machine Learning-as-a-Service (MLaaS). In
these settings, the internal model information is inaccessible, and
only the predictions are exposed. Therefore, the key requirement
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in such cases is to ensure that no information about the target
unlearned data is leaked through the model’s output.

To evaluate whether the unlearned model, after applying our
proposed methods, produces predictions that contain information
about the unlearned data, we use a prediction-based MIA attack [36?
]. This technique infers whether the unlearned data was included
in the model’s training process. If the MIA results on the unlearned
models are consistent with those of the retrained models, it indi-
cates that our method successfully achieves machine unlearning.
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Table 6: ED between the retrained model and other unlearned models, calculated based on the output distributions’ entropy. A
smaller ED indicates a closer similarity between the output distributions of the retrained model and the unlearned models. The

best results are highlighted in bold.

Random Negative Naive PS PS
D Metri iginal Fine- Fish L2UL

ataset etric Origina ine-tune Label Gradient isher U (Ours) (Ours)
Dist.on D, | 0.611 0.567 0.049 0.647 0.596  0.669 0.532 0.100

MNIST Dist. on D, 0.019 0.296 0.493 0.621 0.014  0.135 0.011 0.013
Dist. on D, 0.033 0.269 0.406 0.575 0.027  0.151 0.021 0.013

Avg. | 0.221 0.377 0.316 0.614 0212 0.318 0.188 0.042

Dist.on D, | 0.053 0.015 0.011 0.111 0.087  0.183 0.007 0.005

CIFAR-10 Dist. on D, 0.039 0.046 0.092 0.043 0.021  0.035 0.038 0.036
Dist. on D, 0.015 0.019 0.060 0.041 0.006  0.016 0.020 0.017

Avg. | 0.036 0.027 0.054 0.065 0.038  0.078 0.022 0.019

Dist.on D, | 0.167 0.025 0.113 0.180 0.202  0.035 0.016 0.010

CIFAR-100 Dist. on D, 0.032 0.304 0.066 0.050 0.037  0.102 0.059 0.061
Dist. on D; 0.006 0.038 0.095 0.096 0.038  0.016 0.002 0.001

Avg. | 0.068 0.122 0.091 0.109 0.092  0.051 0.026 0.007

Dist.on D, | 0.665 0.048 0.284 0.061 0.645  0.021 0.136 0.034
TinylmageNet Dist. on D, 0.054 0.307 0.421 0.356 0.066  0.446 0.483 0.478
Dist. on D, 0.032 0.038 0.128 0.065 0.026  0.032 0.034 0.025

Avg. | 0.250 0.131 0.278 0.161 0.246  0.166 0.218 0.179

We construct an attacked dataset that contains both the unlearned
data and an equal number of remaining samples. We record the At-
tack Success Rate (ASR) of MIA attacks for all unlearning methods
across four datasets, with the results presented in Figure 5. The red
line in this figure represents the ASR of the retrained model. The
experimental results show that our PS method performs closest to
the retrained model on the more challenging datasets, CIFAR-100
and TinyImageNet. On the simpler datasets, MNIST and CIFAR-
10, although our method is not the closest to the retrained model,
the difference is minimal. These results indicate that our approach
effectively prevents the unlearned model from leaking private in-
formation about the forgotten samples.

Specifically, for the CIFAR-10 dataset, Fine-Tune yields the best
result in terms of ASR, but it generally exhibits less consistency
across the other datasets. We believe this is because the Fine-Tune
method primarily relies on the catastrophic forgetting effect to
achieve unlearning. However, this effect is difficult to control and
can result in significant variation in performance across different
datasets. Interestingly, the L2UL method performs poorly on smaller
datasets, which we attribute to its reliance on high-level features
from D,,. The guidance from these high-level features may have
a substantial impact on the model, allowing the unlearned model
to retain detailed knowledge of the unlearned data, which leads to
information leakage during the MIA.

Next, we further analyze the prediction differences between
the unlearned models and the retrained models. We present the
results of the ED, which measures the JS divergence between the en-
tropy distributions of the retrained model and the unlearned model.
A smaller ED indicates a closer alignment between the retrained
model and the unlearned model, indicating a better unlearning
performance. The experimental results are shown in Table 6, and
they align with the MIA results presented earlier. Specifically, our
PS method achieves the best performance on the unlearning set,
showing the lowest ED values of 0.005, 0.010, and 0.034 for CIFAR-
10, CIFAR-100, and TinyImageNet, respectively. However, we are
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surprised to observe the high ED values for all unlearning methods
on the D, of TinylmageNet. We attribute this to the intrinsic com-
plexity of the TinyImageNet dataset. Both the retrained model and
all unlearned models seem to “force” themselves to memorize ex-
amples from the remaining set, rather than converging to a unified,
generalized solution. Nevertheless, our approaches still achieve the
best results in terms of both ASR and ED, further demonstrating
the unlearning effectiveness of our Naive PS and PS methods.

6.5 Prototype Similarity

Since our method primarily adjusts the prototypes, it is essential to
assess how well the unlearning process preserves the consistency of
the unlearned prototypes with the retrained ones. To evaluate the
similarity between the prototypes of the unlearned and retrained
models, we focus on analyzing shifts in the prototype vectors. By
comparing the prototype similarity before and after unlearning,
we can validate whether our approach is achieving the intended
outcome. To visually represent this similarity, we use radar charts,
as shown in Figure 4. Each point on the chart reflects the PSC values
between the unlearned model and the retrained model for a given
data class. Ideally, a high PSC would indicate that the prototypes
of unlearned models closely matches those of retrained models,
indicating the effectiveness of our unlearning methods.

The experimental results show that our proposed methods achieve
superior performance across multiple datasets, including MNIST,
CIFAR-100, and TinyImageNet datasets. On the CIFAR-10 dataset,
while our methods do not achieve the highest PSC for certain classes,
the overall PSC surpasses the second-best L2UL method by 0.076.
It is noteworthy that the PSC for the prototype of the target class
in both Naive PS and PS is consistently lower than the average
PSC across all four datasets. This observation aligns with our ex-
pectation of more pronounced prototype shifts in the target class,
further supporting the effectiveness of our approach in managing
prototype dynamics during the unlearning process.
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Figure 6: Ablation study of relabel strategies across different datasets: The primary method used is Soft Label, with Label
Elimination and Secondary Reassignment explored as alternative strategies. The values presented in the figures represent the

gap, where lower values indicate better performance.

6.6 Impact of Unlearn Ratios

We investigate the effect of varying the unlearn ratio on the per-
formance of our methods. Although our main results use a 10%
unlearn ratio for samples from a single target class, we also evaluate
performance at unlearn ratios of 5% and 15%. As shown in Table 5,
our methods exhibit a high level of performance consistency across
these different unlearn ratios.

The Naive PS method performs well on models trained with
smaller datasets like MNIST and CIFAR-10. However, its perfor-
mance shows significant variation under certain conditions. For
example, when the unlearn ratio is set to 15% on CIFAR-10, there
is a noticeable accuracy drop on the unlearning set, indicating the
limitations of its simplified approach. This behavior suggests that
Naive PS struggles to maintain effective unlearning as the unlearn-
ing ratio increases, likely due to its inadequate parameter update
strategy for handling higher unlearning ratios. Similarly, while
Naive PS performs reasonably on CIFAR-100 and TinyImageNet, it
exhibits more pronounced performance gaps, particularly on D,,,
as the unlearn ratio grows.

In contrast, the improved PS method consistently delivers strong
performance across all conditions. For instance, on the models
trained on the TinyImageNet dataset, the PS method maintains
minimal accuracy gaps of 14.57%, 1.21%, and 6.00% on D,, at unlearn
ratios of 5%, 10%, and 15%, respectively. Additionally, the PS method
retains high accuracy on D, and D, across all datasets and unlearn
ratios, showcasing its robustness and adaptability. These results
demonstrate that the PS method remains reliable and stable even
under higher unlearn ratios, making it a robust choice for various
unlearning scenarios.”

6.7 Ablation Study on Labeling Methods

To assess the impact of our labeling method on machine unlearning
performance, we conduct an ablation study of our approach. We
evaluate three strategies: our Soft Label, Label Elimination, and
Secondary Reassignment. Label Elimination involves setting the
highest prediction probability of the unlearned sample to zero, and
then using the remaining probabilities as the new labels. Secondary
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Reassignment directly assigns the second-highest predicted class
as the new label. For example, if a sample’s prediction probabilities
are [0.6, 0.3, 0.1] across three classes, the Label Elimination method
Secondary Reassignment would remove the 0.6 probability, result-
ing in a new soft label of [0, 0.3, 0.1]. In contrast, the Secondary
Reassignment method would assign the class corresponding to the
0.3 probability as the new hard label.

Our results for the different strategies are summarized in Figure 6.
These findings show that our Soft Label method closely matches
the performance of the retrained model across all datasets. This is
particularly evident in the accuracy gap on the unlearned dataset,
where the Soft Label method consistently outperforms the other
two strategies.

We attribute this success to the additional information provided
by the soft labels in the our weighted approach, which better guides
the model’s prototype updates. In contrast, the deletion strategy of-
ten leaves very small probabilities for the remaining classes, leading
to poor guidance for the model. Similarly, assigning the second-
highest predicted class as the label disregards valuable information
from the original prediction, resulting in less effective unlearning.

7 Conclusion

In this paper, we introduce a novel prototype-based perspective
for addressing the machine unlearning problem, proposing two
methods: Naive PS and PS. Naive PS employs a direct adjustment
strategy to approximate the unlearning process efficiently, while PS
achieves machine unlearning by leveraging soft-labeled unlearned
data to guide more fine-grained prototype adjustments. Since our
methods perform unlearning exclusively by modifying the proto-
types in the final classification layer of the DNN while keeping
the rest of the model parameters unchanged, they significantly re-
duce computational overhead and accelerate the unlearning process.
Specifically, PS further improves our naive method by fine-tuning
only the prototype parameters using the unlearned data, thereby
avoiding the need for additional access to the training or test data.
Experimental results on four benchmark datasets and four neural
network architectures demonstrate that our methods can achieve
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effective unlearning while drastically reducing time and compu-
tation requirements compared to existing unlearning techniques,
while maintaining performance comparable to state-of-the-art tech-
niques. Compared with existing approaches that either relabel the
training data for the entire model or apply gradient ascent to a
subset of important parameters, our method decouples the rela-
tionship between training data and model parameters and enables
more efficient and fine-grained unlearning. We believe our work
establishes a new paradigm for machine unlearning, laying a solid
foundation for future research and contributing significantly to the
advancement of the machine unlearning field.
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