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Abstract—Federated Learning enables decentralized model
training without exposing raw data, but remains fundamentally
vulnerable to poisoning attacks from malicious clients. Exist-
ing defenses rely heavily on passive anomaly detection, honest
majority assumptions, or unrealistic statistical priors, making
them ineffective against adaptive and stealthy adversaries. In this
paper, we propose SpecShield, a proactive defense mechanism
that actively probes client models through calibrated adversarial
perturbations. By leveraging the Fast Gradient Sign Method on
the server side, SpecShield elicits dynamic response patterns from
each client. These responses are then analyzed in the frequency
domain using the Discrete Wavelet Transform. These frequency-
domain features uncover distinctive response patterns between
benign and malicious clients, enabling robust detection of model
poisoning attacks in both non-IID environments and Byzantine
majority scenarios. We further derive theoretical upper bounds
on perturbation magnitudes to guarantee detection accuracy
while preserving benign client performance. Through extensive
experiments conducted on real-world datasets under six state-of-
the-art poisoning attacks, SpecShield consistently outperforms
existing defenses in both detection accuracy and model robust-
ness. Our results demonstrate that active perturbation-induced
profiling provides a new dimension for securing federated learn-
ing against sophisticated adversarial threats.
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I. INTRODUCTION

EDERATED Learning (FL) [1] has emerged as a privacy-
preserving paradigm that enables collaborative model
training across decentralized entities (e.g., mobile devices,
edge nodes, organizations) without exposing their private
datasets. In FL, participants keep data locally, performing
computations on their devices and sharing only model updates
(gradients or weight parameters) with a central server for
aggregation. This architecture reduces privacy risks while
decreasing communication overhead and computational bot-
tlenecks, making FL valuable for privacy-sensitive domains
including healthcare [2], [3], finance, and edge computing [4].
Despite its decentralized strengths, FL’s open architecture
and statistical heterogeneity expose it to fundamental security
vulnerabilities. Poisoning attacks [5] have been empirically
demonstrated to pose a fundamental threat to FL systems.
Malicious clients can execute model poisoning attacks by
submitting manipulated model updates to the system. These
attacks either cause systematic performance degradation [5],
[6] on targeted tasks or introduce backdoor [7], [8] function-
ality that produces incorrect predictions when specific input
triggers are present. The defense complexity against poisoning
attacks is further exacerbated by the intrinsic characteristics of
FL environments.

To address these security vulnerabilities, the research com-
munity has increasingly focused on fortifying FL systems
without compromising model performance. Recent defensive
approaches can be broadly categorized into three strategies:
Impact Reduction [9], [10], Robust Aggregation [6], and
Detection and Filtering [11], [12]. While these mechanisms
have demonstrated partial robustness, they fundamentally
operate within a reactive security paradigm that leaves FL
systems vulnerable to adaptive adversaries.

The limitations of current defenses expose a critical research
gap at the intersection of security and distributed learning.
Traditional passive detection methods operate under the flawed
assumption that malicious behavior will manifest as statistical
outliers [13]. This assumption fails when confronted with
sophisticated adversaries who employ gradient optimization
techniques [14] or generative methods to craft updates that
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statistically mimic benign contributions [5], [6], [15]. More
concerning, state-of-the-art robust aggregation techniques [9],
[11], [16], [17] collapse entirely under Byzantine majority
scenarios, where malicious clients can collectively orchestrate
their updates to manipulate the aggregation process while
appearing individually legitimate.

A fundamental limitation underlying current approaches
is their static, snapshot-based analysis of model parameters.
This methodology ignores a crucial insight: benign and mali-
cious models, though potentially indistinguishable in their
static state, exhibit fundamentally different response dynamics
when subjected to controlled perturbations. The necessity
for a paradigm shift in FL security becomes evident when
considering the evolving capabilities of adversaries. Rather
than passively accepting submitted updates, a robust defense
should actively probe clients through controlled perturbations,
compelling models to expose latent behavioral discrepancies
indicative of malicious intent.

To address these challenges, we propose SpecShield,
a proactive defense mechanism by employing specifically
designed techniques. Specifically, we employ the Fast Gradient
Sign Method (FGSM) [18], originally designed for adversar-
ial attacks, as a defensive tool to elicit informative client
responses. This creates a controlled stress test that affects
benign and malicious models differently. To magnify and
reveal the behavioral differences elicited by perturbations, we
design a novel detection mechanism based on wavelet-driven
frequency-domain profiling. To the best of our knowledge,
this is the first work leveraging Discrete Wavelet Transform
(DWT) [19] to analyze client responses before and after
FGSM-induced perturbations. It operates without assumptions
about model architecture or data distribution characteristics,
eliminating dependencies on restrictive statistical assumptions
common in existing methods. These frequency-domain rep-
resentations are further processed using density-based spatial
clustering (DBSCAN) [20] to identify anomalous client behav-
iors without relying on prior distributional assumptions. In
addition, our analysis yields a provable upper bound on
perturbation strength, offering theoretical guidance for optimal
perturbation and enhancing the defense’s interpretability. Our
key contributions can be summarized as follows:

e We propose SpecShield, a proactive defense framework
that induces dynamic client responses via adversarial
perturbations and analyzes their behavior in the frequency
domain. This method maintains effectiveness even in
Byzantine majority scenarios.

e We design a novel wavelet-based profiling mechanism,
leveraging DWT to extract spectral features from client
updates before and after controlled perturbation, which
enables the capture of latent behavioral divergence
between benign and malicious participants.

e We derive precise upper bounds for perturbation mag-
nitudes in FGSM-based defenses, establishing a formal
theoretical framework to guide their optimal perturbation.
Furthermore, extensive experiments conducted on real-
world datasets demonstrate that SpecShield achieves high
detection accuracy and robust model performance under
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diverse poisoning scenarios, demonstrating the generality
of the approach.

II. RELATED WORK

In this section, we review advanced defense strategies
against poisoning attacks in FL.

Several methods focus on identifying anomalous gradients
through statistical measures. Krum [21] selects the gradient
closest to its neighbors based on Euclidean distance as the
global update, while Chen et al. [22] propose a defense
scheme that aggregates gradients using their median. However,
these approaches share a fundamental limitation: they select
a single device’s gradient as the global update, compromising
the collaborative essence of FL. Addressing this shortcom-
ing, Bulyan [10] builds upon Krum by aggregating multiple
gradient vectors based on proximity measures rather than
selecting just one. Similarly, Yin et al. [9] introduce a strategy
that eliminates extreme gradient vectors and averages the
remaining ones to preserve the diversity of client contribu-
tions. Another category examines model parameters directly.
FL-Defender [13] and CosDefense [23] analyze the weight
parameters of the last layer using cosine similarity for client
differentiation. RoseAgg [24] detects collusion by analyzing
pairwise cosine similarity and incorporates personalized model
integration to resist targeted attacks. In addition, FedRoLa [25]
partitions updates by model depth and applies localized filter-
ing, enhancing robustness against partial poisoning. Although
these methods perform well in homogeneous settings, their
effectiveness diminishes in non-IID scenarios, highlighting the
difficulty of designing defenses robust across different data
distribution scenarios.

Several techniques rely on server-side trusted data for vali-
dation. FLTrust [11] assumes the server maintains a clean root
dataset and uses cosine similarity against this trusted data for
anomaly detection. Similarly, FLShield [26] leverages valida-
tion performance on a held-out trusted dataset to dynamically
penalize malicious clients. While potentially effective, these
approaches impose strong assumptions about server-side data
availability that fundamentally conflict with privacy-preserving
FL principles. Addressing this shortcoming, FedDMC [27]
detects malicious clients via a two-stage mechanism that
combines historical consistency analysis and intra-round simi-
larity filtering. Similarly, FreqFed [12] applies Discrete Cosine
Transform to extract frequency features from model updates
and performs unsupervised clustering to eliminate poisoned
clients, which improves robustness without requiring a trusted
validation set.

Clustering methods offer a more flexible detection
paradigm. AUROR [28] employs K-means clustering to sep-
arate clients into two groups based on indicative features.
However, this method requires prior knowledge of the original
data distribution. Addressing this limitation, FLAME [29] fur-
ther refines clustering techniques by combining cosine distance
with HDBSCAN to identify poisoners. However, FLAME
assumes that a majority of clients are benign. Complementing
these approaches, Principal Component Analysis [24], [27],
[30] has been utilized to extract clean components as criteria
for distinguishing between benign and malicious updates,
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offering a dimension-reduction perspective on the detection
problem.

A more recent class of defense mechanisms shifts toward
proactive detection and adversarial probing. SIREN+ [31]
introduces a proactive alarming mechanism that flags anoma-
lous client behavior based on round-wise loss fluctuation
patterns. RECESS [32] takes this one step further by actively
injecting small adversarial perturbations into the global model
before dispatching it to clients, then observing the perturbed
response to distinguish between benign and adversarial behav-
ior. Despite these diverse approaches, most existing defenses
still share fundamental limitations. They typically rely on the
honest-majority assumption or require unrealistic knowledge
of underlying data distributions.

Unlike prior works, we proactively elicit client-specific
behaviors via calibrated perturbations and analyze their
dynamic frequency-domain responses to identify malicious
participants. Furthermore, we jointly consider adaptive attacks,
non-IID data distributions, and high poisoning ratios with-
out relying on statistical assumptions or trusted data. Our
work addresses these limitations through a proactive defense
paradigm that does not rely on these restrictive assumptions.

III. BACKGROUND

In this section, we introduce the FGSM-based perturbation
mechanism, and outline the use of DWT for frequency-domain
analysis.

A. Federated Learning

We examine a standard FL setting where multiple clients
jointly train a global model coordinated by a central server.
The training follows an iterative optimization process defined
as follows: Let IC = {1,2,..., K} represent the set of partici-
pating clients. The central server initializes a global model 6,
and sends the model parameters 6, to each client at round r.
Each client k£ € U maintains a private dataset D; and defines
a local objective function L(6, Dy). After receiving 6;, each
client performs E epochs of local optimization using stochastic
gradient descent (SGD) to minimize its local objective and
calculate:

954.1 =60, —nVL®G,, D), (D

where 7 is the learning rate. The client then sends the updated
model Hf 1 back to the server. The server aggregates these
updates using a predefined rule: 6,11 = ), pkaH where
Dk = % is the weight assigned to each client’s update,
typically proportional to the local dataset size. This process
repeats for multiple rounds until convergence, allowing the
global model to benefit from all clients’ data without direct

access to it.

B. Fast Gradient Sign Method

FGSM [18] is a fundamental technique in adversarial
machine learning that was originally developed to identify vul-
nerabilities in deep neural networks. FGSM creates adversarial
examples by using gradient information to modify input data,
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causing misclassifications while making minimal changes to
the original input. The mathematical formulation of FGSM is:

.X’ =XxX+€- Sign(vx'](gv X, y))9 (2)

where x is the original input, € controls the magnitude
of perturbation, and V,J(6, x,y) represents the gradient of
the model’s loss function with respect to the input. While
FGSM was initially designed as an attack vector, it has also
proven valuable for evaluating model robustness and develop-
ing adversarial training methods. In our work, we repurpose
FGSM from an offensive tool to a defensive instrument.

C. Discrete Wavelet Transform

Wavelet Transform (WT) [19] is a signal processing tech-
nique with strong capabilities for feature extraction and
anomaly detection. Its primary advantage is its ability to cap-
ture localized signal variations across multiple scales. For FL
security, DWT provides an analytical framework for examining
model parameters. Through scale and translation invariance
properties, DWT converts model parameters into the frequency
domain, exposing variations that traditional statistical methods
cannot detect. The mathematical representation of DWT is:

Wik =Y fn) - ju(n), 3)

where j and k denote scale and displacement parameters
respectively, and i (n) is the wavelet basis function generated
through scale and displacement transformations. DWT oper-
ates by decomposing signals through high-pass and low-pass
filters, extracting both low-frequency approximation coeffi-
cients and high-frequency detail coefficients. It reveals key
signal characteristics in the frequency domain.

IV. PROBLEM FORMULATION
A. Threat Model

Building upon the classical FL architecture [1], the system
comprises a central server and k clients. In FL, the primary
security threats originate from potentially malicious clients and
potentially untrusted servers. Given that our research focuses
primarily on model poisoning attacks, we operate under the
assumption that the server remains honest and trustworthy.
In our paper, we consider a strong white-box adversary as
described in [5], [6], [15], and [33]. It possesses access to both
the global model parameters and the model updates submitted
by other clients. Such an adversary can construct threat models
using locally held clean data to approximate and analyze the
behavior of benign clients, thereby crafting highly adaptive
and deceptive poisoning strategies. To rigorously evaluate
the robustness and generalizability of our proposed defense
mechanism, we adopt the more challenging white-box setting
throughout our experiments.

B. Defender’s Capability and Knowledge

e Defender’s Capability: The defender is the honest and
trusted aggregation server. In each round, the server
has access to the current global model, distributes the
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TABLE 1
MATHEMATICAL NOTATION TABLE

Symbol | Description
0; Model parameters of client i
0! Uploaded model of client i after local training
A6; Perturbation applied to client i
€ Perturbation magnitude factor
W() DWT operator
4 ‘Wavelet decomposition level
AE.L> Low-frequency components of client i at level L
BE{)) High-frequency components of client i at level £
El.(m Spectral energy feature at level £
H i(e) Frequency entropy at level £
D; Differential feature vector of client i
C; The i-th DBSCAN cluster
B; Benign client set at round ¢
Dhen Mean benign differential feature vector

global model to selected clients, and collects their locally
updated models. Beyond standard aggregation, Spec-
Shield allows the server to inject bounded perturbations
into the model before transmission, so that client behavior
can be actively probed.

e Defender’s Knowledge: The defender does not observe
clients’ raw training data or local data distributions. It
also does not rely on any trusted validation data or
any auxiliary clean reference set. Instead, the defense
operates solely on observable model parameters and
their frequency-domain response differences under server-
induced perturbations. Importantly, SpecShield does not
require an honest-majority assumption.

C. Design Goals

Our research establishes specific design criteria for the

development of an effective proactive defense mechanism.

e Precise Identification of Malicious Clients: A funda-
mental objective of a defense mechanism is to achieve
superior detection accuracy for malicious clients, even
under extreme adversarial conditions.

o Enhanced Global Model Robustness: The defense
mechanism should demonstrate strong cross-scenario
transferability, maintaining robustness across diverse data
distributions and attack intensities.

o Efficient Defense Overhead Management: The defense
mechanism must carefully balance security enhancements
against resource consumption, ensuring that additional
computational and communication overhead remains
within acceptable bounds.

We provide a comprehensive mathematical notation table in

Tab. L.

V. SPECSHIELD

In this section, we present our new defense against poison-
ing attacks, SpecShield.

A. Overview

The high-level overview of our framework SpecShield is
shown in Fig. 1 and Algorithm 1. In each round, the server
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Algorithm 1 SpecShield
Require: Initial global model 8y, total rounds 7, selected client
set S;
Ensure: Final global model 67
1: for each round 7 € [1,7T] do
2: if detection mode is True then
/* Construct induced perturbation */

3: for each i € S; do

4: AG; — €- Sign(VH,Linduced)
5: 9; — 6, + A6;

6: end for

/* DWT and feature extraction */

7: for each i € S; do
8 W), W(6;) < DWT(6;,6;)
9: D; ExtractFeature(W(Gi), W(@l’.))
10: end for
/¥ DBSCAN clustering */
11: (C1,Cs,...,C1) « DBSCAN(PCA({D;}))
12: for each cluster C, do
13: R(C) « 21 X jec, IDII5
14: end for
15: C* « argmaxc, R(Cy)
16: Identify benign clients: B, « {i | C; = C*}
17: end if
18: Aggregate benign updates
19: end for

proactively crafts personalized perturbations for each client’s
model parameters 6; using the FGSM. Upon receiving these
perturbed parameters, clients perform local training and return
the updated models 6;. Based on the collected parameter pairs
(6, 6)), the server applies DWT to each client’s model parame-
ters both before and after introducing controlled perturbations.
It extracts both low-frequency and high-frequency compo-
nents, then derives key frequency-domain metrics. These
frequency-domain features are then fed into the DBSCAN
clustering algorithm. After grouping clients based on density
in the frequency domain, the server computes the mean value
of frequency domain differential features for each cluster and
selects the one with the highest representative value for secure
aggregation.

B. Induced Parameter Generation

The server generates personalized perturbations for each
client using the FGSM with a unified loss function. This
process is mathematically expressed as:

AGi = €- sign (VH,Linduced) P (4)

where Af; represents the generated inducement parameters,
€ controls perturbation intensity, and Vg Lingucea denotes the
gradient of the loss function with respect to model parameters.
The server distributes these personalized perturbations 8; + A6;
to respective clients. They perform local training and update
their models upon receiving these perturbed parameters.

To ensure controlled impact on benign clients, we rigorously
constrain the perturbation intensity of inducement parameters
through theoretical derivation (detailed in Sec. VI). This
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Overview of SpecShield.
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Fig. 2. Three-Level Daubechies-4 wavelet decomposition for frequency domain feature extraction.

design guarantees the amplification effect on malicious client
behavior without introducing excessive interference to benign
clients. Intuitively, malicious clients, having crafted adversarial
updates, will likely try to counteract the perturbations. Alter-
natively, they may exploit the perturbations to enhance their
attack and maintain their objectives. These behavioral adap-
tations generate distinctive pattern signatures in the uploaded
model updates. They can be effectively identified in subsequent
analysis phases. In the following sections, we elaborate on
how these amplified differences enable efficient detection
and defense against malicious clients.

C. Frequency Domain Analysis

In neural network models, weights represent connection
strengths between neurons. During training, their distribution
and corresponding energy evolve dynamically. This process
progressively reduces the gap between model predictions and
the ground truth. However, when malicious clients inject
poisoning attacks, this natural evolution is artificially altered.
Malicious clients manipulate their local training processes to
capture specific artificial correlations in model weights that do
not exist in benign data. These artificial correlations manifest
as local or global biases in model updates. Adversaries use

optimization strategies to disguise malicious updates as benign
contributions, allowing them to evade traditional anomaly
detection methods.

To overcome these challenges, we propose a frequency-
domain feature extraction method based on wavelet transform.
Specifically, clients perform local training and upload post-
perturbation (67) model parameters to the server. The server
first normalizes these uploads to eliminate range variations:

-6 ~ o

= =l ®)
16l 161

then applies DWT using Daubechies wavelets as basis func-
tions to both sets of parameters, as shown in Fig. 2. The
parameter vector is decomposed with three levels of wavelet
decomposition. This decomposes the parameters into multi-
scale representations, extracting both low and high-frequency
components:

W= W@ = (AP B B, B ©)

W = W(@) = {A;(”, BV, B, .. .,B;(L)} . %)
where AEL) and A;(L) represent the low-frequency approxi-
mation components at the highest level L of the wavelet
decomposition, and Bf) and B;m denote the high-frequency
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detail components at each level . The server extracts the
spectral energy distribution El@, frequency entropy Hff), and
scale variation characteristics as frequency-domain features
from the pre-perturbation and post-perturbation parameter
sets, and constructs differential feature vectors D; based on
their differences. Here, the frequency entropy Hl.(f) is defined
as the Shannon entropy of the normalized squared wavelet
coefficients at level ¢:

()2
) _ |Bi,k| (8)
O _ ik
H L IBLP
H? == pilogply). ©)
k

where Bf[k) denotes the k-th wavelet coefficient at level ¢, and
pf{k) represents its normalized energy contribution.

D= [E0 - EOH - H©,. ], veeq,...0). (10)

By transforming differential information into frequency-
domain signals, we can more efficiently capture behavioral
differences between clients before and after inducement.

D. Secure Aggregation

To effectively group and filter clients, we first standardize
D; using z-score normalization, clip the values to the range
of [-5,5], and project them into a 2-dimensional PCA space.
Subsequently, we employ the DBSCAN clustering algorithm
to identify distinct client groups. It automatically organizes
the data based on density reachability principles. Following the
clustering process, the server conducts further analysis on each
cluster to quantify its trustworthiness. Specifically, the server
calculates the mean value of frequency-domain differential
features D; for all clients within each cluster, defined as
the cluster’s representative value. This representative value is
calculated as:

RC) = i S ID)E, an

! JeCi
where R(C;) denotes the representative value of cluster C;,
|C;| represents the number of clients within the cluster, and
Dj is the frequency-domain differential feature value of client
j. This representative value reflects the overall intensity of
the response to inducement parameters among clients in the
cluster.

A higher representative value means that clients in the clus-
ter showed more significant differences after being influenced
by the inducement parameters. This pronounced difference
usually suggests that these clients did not try to counteract the
perturbation. Instead, they faithfully reflected the impact of the
perturbation on their model training process. Consequently,
clusters with larger representative values are more likely to
consist of benign clients. Based on this principle, the server
selects the cluster with the highest representative value as the

group of benign clients.
* = R i) 12
C*" =arg Iglzlé( (Cy) (12)

Our method clusters frequency-domain differences before
and after perturbations for each client. This measure is
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inherently independent of other clients’ behaviors or data
distributions, enabling accurate differentiation between normal
benign model parameters and malicious model parameters,
even in situations with severely imbalanced data distributions
or high proportions of malicious clients.

VI. THEORETICAL DERIVATION OF PERTURBATION
UPPER BOUND

This section provides a rigorous mathematical foundation
for determining the optimal perturbation magnitude that max-
imizes adversary detection while ensuring minimal impact on
benign clients’ performance.

A. Preliminaries and Problem Setup
In our FL setting, let # € R denote the global model at
round k. In conventional FL, client i initiates local training
from 6% and performs E local updates using stochastic gradient
descent. The final local model after E updates is:
E-1
0 =0 -y VFie. L.
1=0

(13)

In our proactive defense framework, the server introduces
a client-specific perturbation ¢; at the initialization of each
client’s local training:

8; = e - sign(VF;(6")). (14)
This perturbation satisfies:

I6ille = € N6l < € Va. (15)

The client now starts local training from the perturbed model

6F + 6;, resulting in:

E-1
00 =6 +6-n)_ VFiO.0).

t=0

(16)

Our objective is to determine the maximum perturbation
magnitude €y,x. A critical challenge is to balance perturbation
magnitude: insufficient perturbation may fail to reveal adver-
sarial behavior, while excessive perturbation risks degrading
the performance of benign models.

B. Upper Bound Analysis Under Strong Convexity

We first analyze the scenario where the loss function F;(6)
satisfies standard optimization assumptions.

Assumption 1 (u-strong convexity): The loss function F;(6)
is u-strongly convex for u > 0, if

FA@) > Fi(6) + VEO) (@ — 0) + gue’ -0 a7

Assumption 2 (L-smoothness): The loss function F;(6) is
L-smooth, if

IVFi(®) = VE(O)ll> < LI = &l (18)

Under these assumptions, we can characterize how the
perturbation impacts training convergence.

Theorem 1: Let F;(0) be u-strongly convex and L-smooth. If
client i performs E local gradient descent steps with step size
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n < L%ﬂ from an initial point perturbed by &; where ||6;|l, <
€ Vd, then the additional loss incurred due to the perturbation

is bounded by:

Fi(0/(8:)) — Fi(0)) < e VAL(1 — un)*, (19)

where 6. denotes the model obtained after E local updates
without perturbation.

Proof: We begin by analyzing the convergence behavior of
gradient descent under strong convexity. For the unperturbed
training trajectory, after E updates, the residual loss compared
to the client’s local optimum 6; is:

Ry = Fi(0)) — Fi(6)) < (1 — up)*[F(@") - F(@)],  (20)

where Ry = F;(6;) — F;(67) is the residual loss after E steps of
unperturbed training.

For the perturbed trajectory, we need to bound the parameter
distance between the perturbed and unperturbed final models.
Since gradient descent with step size n < ﬁ is a contraction
mapping under u-strong convexity, we have:

16;(5) = &1l < (1 = um)®1l6ill2 < € Vd(1 — pm)*. 2y

Using the L-smoothness of F;, we can bound the loss
difference:

|Fi(0/(6:)) = FiO)| < LIG(65) - Il < e VAL(1 - pm)®. (22)

This completes the proof. O
To ensure benign clients experience only acceptable perfor-

mance degradation, we impose the constraint:
Fi(0/(6:) = Fi(0) < AFax, (23)

where AF,x represents the maximum tolerable loss increase.
Using our results:

Fi(0(6) — Fi(6))
= [F(0)) — Fi(6))] + [Fi(6,(6) — Fi(6))]

< Ro+ e VdL(1 = um)¥ < AF max. (24)
Solving for €, we obtain the € upper bound €yax:
AFpax — R
fmax = —— (25)
L(1 — pun)* Vd

C. Generalization to Non-Convex Settings via PL Condition

Since deep learning models in FL often operate in
non-convex settings, we extend our analysis using the Polyak-
Lojasiewicz (PL) condition, which is weaker than strong
convexity but still ensures linear convergence.

Definition 1 (PL Condition): A differentiable function F;
satisfies the Polyak-Lojasiewicz condition with constant y > 0
if:

1
EHVFi(H)”% > u(Fi(6) — Fi(6))), (26)

where F} is the global minimum value of F;.

Theorem 2: Suppose F; satisfies the PL condition with
constant ¢ > 0 and is L-smooth. If client i performs E local
gradient descent steps with step size < % from an initial point
perturbed by §; where ||6i|l» < € Vd, then with high probability
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(due to stochastic gradients), the additional loss incurred due
to the perturbation is bounded by:

Fi(0/(8:)) — Fi(0)) < € Vd \/2uRg - (1 — pm)E.

Proof: Under the PL condition, the convergence analysis
proceeds similarly to the strongly convex case, but with
different constants:

27

Fi0™") = Fu6;) < (1 —um)(Fi(0") - Fi(6)).  (28)
After E iterations without perturbation, we have:
Ro = Fi(0)) — Fi(6;) < (1 — up)“(Fi(6") — Fi(6))). (29)

For the perturbed trajectory, we decompose the total loss
difference:

Fi(6/(6;)) — Fi(6})
= [Fi(6)) — Fi(6)] + [Fi(0:(6) — Fi(6)]

= Ry + AF;. (30)
Using a first-order Taylor expansion around 6
AF5 =~ VF(6)"(6;(6) = 6)). €2y
By Cauchy-Schwarz inequality:
AFs < IVFi(@)ll> - 116;(5) — 6l (32)
From the PL condition:
IVF(O)ll2 < v/2uRo. (33)

And since [16](5;) — &Il < € V(1 = pm)Fllsill < (1 - un), we

get:
AFs < eVd \/2uRy - (1 — um)E.

This completes the proof. m}
To ensure benign client performance remains acceptable, it
should satisfy:

(34)

Ro + 2uRo - € Vd(1 — um)F < AFpax. (35)
Solving for €, we obtain the € upper bound €yax:
AFmax - R
Emax . (36)

" 2Ry - (1 - pE Nd

D. Accounting for Stochasticity in Client Updates

In practice, clients use stochastic gradient descent (SGD)
with mini-batch sampling, introducing variance in the model
updates. We extend our bound to accommodate this stochas-
ticity using concentration inequalities.

Theorem 3: When clients use SGD with bounded gradient
variance o2, the perturbation-induced loss deviation satisfies
with probability at least 1 — 4:

Fi(0/(5:)) = Fi(6)) < e VdL + 1(6), (37

where 1(6) = /2720 2EIn(1/6)+ %Bln(l/é) and B is an upper
bound on individual SGD update magnitudes.
Proof: We model the client’s SGD updates as a martingale
difference sequence:
E-1
Sg=) X, where X,=-nVF(6".).
1=0

(38)
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TABLE I
EXPERIMENT DATASETS AND FL SETTINGS

Dataset Size Dimension Clients Batch Size Optimizer Learning Rate Epochs Local Epochs
MNIST 60,000 28%28 50 128 SGD 0.01 — 0.001 30 3
Fashion-MNIST 70,000 28%28 50 64 SGD 0.01 — 0.001 30 3
CIFAR-10 60,000 32x32 50 32 SGD 0.01 — 0.001 100 10
Tiny-ImageNet 110,000 64x64 50 64 SGD 0.05 — 0.01 150 3

With cumulative variance Vy = Y ' E[IX/?]. Applying

Freedman’s inequality:

ISEl < v2VeIn(1/6) + %Bln(l/é).

This bounds the deviation due to gradient noise. Combined
with the deterministic bound on perturbation effects, we
obtain:

(39)

16;(6:) — &1l < ll6ill + 1(6). (40)
Using L-smoothness:
Fi(6/6)) - Fi8)) < LAIS | + 15)) < e VAL + Li(6).  (41)

For simplicity, we absorb L into #(), giving our final bound.O

E. Dynamic Determination of Tolerance Threshold

Rather than assuming a fixed tolerance threshold AF ,x, we
propose deriving it from intrinsic statistical properties of the
FL process.

Theorem 4 (Probabilistic Tolerance Threshold): Consider a
FL system where each client i optimizes a local loss function
F;(6) that is L-smooth and satisfies the PL condition with
parameter u. Let client i perform E local SGD steps with
learning rate n < % starting from a perturbed initialization
0F + 6; where [|6il, < e€Vd. Then, for any benign client i
participating honestly in the federated objective, the following
holds with probability at least 1 — ¢:

Fi(6,(6))) = Fi(6}) < AFmax = Ro + € VL + 1(8). (42)

Proof: We decompose the total loss deviation into three
independent components and bound each separately.

Step 1: Loss Decomposition. For any client i receiving per-
turbation ¢;, we can write Eq. 29. The first term R, represents
the natural optimization gap that arises from the finite number
of local epochs. Under the PL condition, this satisfies Eq. 28.
For the second term AFs, we leverage the parameter distance
bound from Theorem 2. Under L-smoothness:

|AFs| = [Fi(6;(6:) — Fi0)I < LIIG;(6) — Ol (43)

From our previous analysis, we have [|6/(6;) — 6|l» < e\/c_i(l -
un)E. Under the conservative bound (1 — un)f < 1:

IAFs| < L-eVd. (44)

Step 2: The SGD process introduces additional random-
ness. #(0) quantifies the stochastic deviation from mini-batch
SGD and has been established in Theorem 3 via Freedman’s
inequality.

Combining all three bounds using the union bound and
independence of error sources, we obtain:

PIFi(6.(5,) — Fi6}) <Ry + e VAL +1(5)] > 1 = 6. (45)

This completes the proof. m}

VII. EVALUATION
A. Experiment Settings

1) Datasets: We use four datasets in our experiments:
MNIST, Fashion-MNIST, CIFAR-10, and Tiny-ImageNet. We
create non-IID data distributions among local clients using the
Dirichlet distribution. Specifically, we extract ¢/ ~ DirN(B)
from a Dirichlet distribution and assign a g percentage of
class j examples to client i. The concentration parameter
B determines client similarity, ranging from 0 to 1. We set
the non-IID degree 5 to 0.5 unless otherwise noted. Tab. II
summarizes the parameter settings used in our evaluation.

2) Metrics: We evaluate our defense mechanism using
standard metrics that align with the design objectives outlined
in Sec. IV-C. We define the evaluation terms as follows: Test
Accuracy (Acc) represents the proportion of test instances
correctly classified by the global model. False Positive Rate
(FPR) indicates a benign client incorrectly identified as mali-
cious. True Positive Rate (TPR) represents a malicious client
correctly identified as malicious. Norm of Eigenvector refers
to the ¢, norm of the leading eigenvector derived from each
client’s update perturbation response.

3) Baselines: We compare SpecShield against state-of-the-
art defense mechanisms: Mkrum [21], Median [9], Trmean [9],
Bulyan [10], FLTrust [11], DnC [6], FreqFed [12], FedDMC
[27], RECESS [32]. To ensure fair evaluation, we maintain
consistent parameter settings with previous work. Additionally,
we consider six recent poisoning techniques: Fang Attack
[5], LIE [15], AGR-tail [6], AGR-max [6], and AGR-sum
[6], FL-MMR [33]. In line with previous research, we assess
SpecShield’s defense effectiveness against FedAvg without
any Byzantine attacks. Unless otherwise specified, we assume
20% of clients are malicious.

4) Setup: We conducted simulation experiments of the FL
system on a server with the PyTorch 1.10.0 framework, version
3.8 of Python that uses Cuda 11.3 to accelerate computation.
The experiments were run on a server equipped with an RTX
4090D (24G) GPU with a 16-core Intel Xeon Platinum 8481C
CPU and 80GB of main memory.

B. Test Accuracy of SpecShield

Our rigorous evaluation benchmarks SpecShield against
nine state-of-the-art defense mechanisms across four standard
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TABLE III
COMPARISON OF FL ACCURACY WITH VARIOUS DEFENSES AGAINST POISONING ATTACKS

Attack Type

Dataset Defense
No Attack Fang Attack LIE Attack AGR-tail AGR-max AGR-sum FL-MMR
Mkrum 96.17+008 84.66+021  90.00+2.18 85.50+220 80.73+2.01 83.53+207 71.86+1.71
Median 93.29+0.16 91.53+025 91.33+141 91.70x1.93 90.17x048 91.24+175 69.34+2.11
Trmean 96.23+034 92411035 91.21+212 89.69+1.73 88.72+1.63 90.87+1.17 54.32+1.98
Bulyan 95.49+0.13  86.12x0.14  90.56+136 87.23+181 90.14x136 87.74+1.97 78.46+3.74
MNIST FLTrust 97.87+031 96.13x008  95.25+228 94.27+073 95.23+1.93 95.17+134 64.32+3.26
DnC 96.83+027 96.17x021  96.07+208 94.41+192 93.51+1.07 95.73+226 78.89+237
FreqFed 97.81x004 97.01x1.09  95.79x1.79 94.07+1.07 91.37x237 94.17x056 89.32x1.17
FedDMC 98.05:007 96.35+041  96.31+237 92.31+142 92.64+099 93.20+132 87.64+2.16
RECESS 97.92+009 96.88+036  95.96x124 93.84x141 93.12+1.08 94.68+1.17 90.76+1.83
SpecShield  95.41+005 97.12:043  96.45:1.18 94.89+1.78 93.57:0.63 94.37+137 94.49+1.67
Mkrum 82.85+0.13  61.04+1.04  75.17+202 39.53+093 40.08+1.14 25.17+123 50.94+230
Median 86.97+024 83.66x1.15 71.37+243 58.97x179 47.34+248 60.56+1.48 56.75+2.11
Trmean 87.23+027 83.76x094  72.33x1.92 66.76x2.11 62.17+137 51.51x153 60.34+1.84
Bulyan 83.14x030 74.65x1.14  66.71x130 46.54+227 67.43x220 67.46+2.18 63.75+2.10
Fashion-MNIST FLTrust 89.75+0.11  83.23+080 83.01+133 86.41+071 81.93+084 82.18+1.37 35.46+2.73
DnC 82.74+014 7521x1.16  71.82+090 63.93x080 76.66x1.73 70.37+242 59.64+227
FreqFed 86.31x020 82.16x0.69  83.76+1.16 80.31+097 81.46x136 79.97+2.18 81.36+0.97
FedDMC 88.76+0.18 85.46+132  82.17x066 83.46x159 82.67+092 80.43:089 75.09+2.42
RECESS 89.14+0.12 86.73x091  83.94:088 84.21x1.03 83.48+095 82.96x1.12 78.64+1.74
SpecShield 86.08+0.04 87.66+094 84.72:+046 85.16+1.09 84.29+130 84.54+0.63 80.34+1.59
Mkrum 67.73+137 55.28+040  45.12+0.79 31.23+143 33.11x1.78 34.35+141 47.34+1385
Median 64.47+124  54.53+043  56.35+1.03 26.50+078 29.34+027 34.92+093 41.38+1.38
Trmean 73.76+043 54.36+1.03 60.63+091 31.55+1.16 27.73+x144 43.81x1.63 43.76+2.13
Bulyan 64.41+131  61.95+098 36.48+138 23.49+1.18 29.48:121 25.51+120 38.76+2.34
CIFAR-10 FLTrust 71.54+105 66.16+195 63.19+079 55.34+129 53.03+1.67 50.94+146 17.36+4.76
DnC 77.43+128 64.44+212  61.01+1.77 60.66+0.56 57.71x+234 56.76+066 39.54+3.64
FreqFed 77.31+175  73.61:1.15 7344166 74.46x184 72.34x118 T1.34+129 54.76x4.65
FedDMC 79.76+148 72.16+1.76  74.86+1.73 75.34+088 73.79+129 74.36+121 59.63+3.45
RECESS 79.92+097 76.85+1.14  76.14+128 77.08+1.05 74.83+137 75.62+121 66.48+2.56
SpecShield 80.46+086 79.64:087 78.34+154 80.94+1.11 76.12+157 78.13+1.27 72.34+2.03
Mkrum 41.86+093 23.74+128 21.63+1.11 17.82+097 16.94+1.06 18.36+1.14 20.15+2.47
Median 43.52+088 25.68+1.17 24.47+126 18.95+1.08 19.63+095 21.24+1.19 22.38+231
Trmean 45.06+091 2791114  26.35x1.02 20.73+088 20.14+1.16 23.46+1.08 24.12+2.08
Bulyan 42.74+096 24.36x121  20.84+135 16.28+1.02 18.47+1.11 17.96+124 21.43+2.27
Tiny-ImageNet FLTrust 47.38+082 35.62+146 33.91+137 30.47+1.18 29.86+123 31.18+129 12.74+3.84
DnC 46.91+095 33.84x171  31.77+153 29.63+1.07 28.44+131 27.95+1.18 24.68+2.96
FreqFed 49.26+087 43.17+1.16  42.34+124 43.96+1.08 41.72+133 40.85+1.27 31.64+2.78
FedDMC 50.18+0.79 41.93+128  43.28+1.11 44.17+1.02 42.63+126 43.54+1.09 34.92+2.41
RECESS 50.64+084 45.82+1.09 44.96+1.22 45.38+1.16 43.91+134 44.27+1.18 37.15+243
SpecShield 51.07+076¢ 47.26+1.03 46.58+1.15 48.42+094 45.76+121 46.83+1.07 40.64+2.18

datasets under six adaptive poisoning attack vectors. Tab. III
systematically quantifies the security-utility tradeoffs.
Statistical aggregations Median and Trimmed Mean often
underperform in image classification tasks, particularly under
LIE and AGR attacks. These results demonstrate that simple
median- or mean-based defenses remain vulnerable to Byzan-
tine attacks. FLTrust generally achieves higher accuracy by
suppressing large-magnitude gradients through normalization,
thereby outperforming median methods in most cases. In
contrast, SpecShield consistently achieves higher accuracy
across all benchmark datasets, while competing defenses often
degrade substantially under strong poisoning attacks. We
attribute this advantage to the DWT-based response profiling
adopted in SpecShield. Unlike FreqFed, which applies DCT

to static updates, our method analyzes perturbation-response
patterns that are often multi-scale and locally distributed. DWT
is better suited to capture such variations, producing more
discriminative features for separating benign and malicious
updates. Interestingly, we observe that under certain attacks,
the global model trained with SpecShield achieves even higher
accuracy than in the no attack baseline. This indicates that
some malicious clients may retain residual utility. It highlights
that our clustering aggregation introduces minimal degradation
to the convergence behavior of the FL system.

C. TPR and FPR of SpecShield

Tab. IV presents a detailed evaluation of SpecShield’s
detection performance in terms of FPR and TPR. Our
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Fig. 4. The impact of the proportion of attackers on SpecShield.
TABLE 1V controlled adversarial perturbations. Fig. 3 illustrates the distri-

COMPARISON OF FPR AND TPR FOR VARIOUS DEFENSES UNDER
DIFFERENT ATTACKS

Dataset Attack Mkrum FLTrust SpecShield
FPR TPR FPR TPR FPR TPR

Fang 037 071 0.17 0.88 0.09 091

LIE 031 076 011 0.84 0.13 095

MNIST AGR-tail 041 0.67 0.09 0.87 0.06 0.90
AGR-max 039 0.72 0.15 078 011 0.92

AGR-sum 037 0.69 0.14 081 0.17 0.89

Fang 043 061 021 051 014 0.84

LIE 041 051 016 088 0.19 0.86

Fashion-MNIST ~ AGR-tail ~ 0.41 051 023 082 014 0.89
AGR-max 043 056 0.19 0.68 0.06 0.89

AGR-sum 040 041 022 089 0.06 0.96

Fang 043 063 023 089 021 095

LIE 041 066 022 088 017 091

CIFAR-10 AGR-tail 037 053 027 081 013 0.90
AGR-max 044 0.66 022 0.88 0.26 0.96

AGR-sum 040 047 022 0.66 019 0.93

comparative analysis shows that SpecShield outperforms all
baseline defense mechanisms, achieving both lower FPR and
higher TPR. Specifically, SpecShield exhibits the most favor-
able trade-off boundary, with an average FPR of 0.13 and
TPR of 0.93 across all evaluation scenarios. This significantly
surpasses the performance of FLTrust, which achieves a false
positive rate of 0.20 and a true positive rate of 0.81, as
well as Mkrum, which yields a false positive rate of 0.40
and a true positive rate of only 0.61. These results confirm
SpecShield’s superiority in minimizing false alarms while
maximizing detection coverage.

D. Eigenvector Divergence

To further substantiate the theoretical foundation of Spec-
Shield, we analyze the divergence in client responses under

bution of eigenvector norms across three datasets using violin
plots. On MNIST (Fig. 3a) and Fashion-MNIST (Fig. 3b),
benign clients exhibit significantly higher norm values com-
pared to malicious ones. A similar separation is observed
on the more complex CIFAR-10 (Fig. 3c), where the mean
eigenvector norms of benign and malicious clients are 8.1
and 3.9. These results empirically validate our theoretical
insight: Benign clients’ optimization objectives remain focused
on overall model performance. Thus, they show more pro-
nounced differential responses to the inducement perturbations
compared to malicious clients. In all evaluation settings, Spec-
Shield consistently reveals statistically significant distinctions
between benign and adversarial populations. Importantly, this
separation is achieved without relying on any assumptions
about benign majority, client distribution priors, or access to
trusted root data.

E. Performance in Various FL Settings

1) Impact of the Number of Malicious Clients: We inves-
tigate the impact of varying proportions of malicious clients
on the robustness of SpecShield. Fig. 4 presents the model
performance as the poisoning rate increases from 10% to 80%
across three datasets and four representative poisoning attacks.
On MNIST (Fig. 4a), SpecShield exhibits high resilience,
maintaining accuracy above 95% even with 50% of clients
compromised, and only slightly decreasing to 93% at the
80% poisoning rate. A similar pattern is observed on Fashion-
MNIST (Fig. 4b), where accuracy remains above 90% when
the poisoning rate exceeds 40%. On the more challenging
CIFAR-10 (Fig. 4c), SpecShield continues to show stable
behavior, gracefully degrading as the number of malicious
clients increases, and effectively avoiding the catastrophic
failures commonly seen in traditional defense mechanisms.
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2) Impact of Different Degrees of Non-I1ID Data: To eval-
uate the robustness of SpecShield under varying levels of
data heterogeneity, we conduct experiments on three datasets
where client data partitions are drawn from Dirichlet dis-
tributions. Lower values of S correspond to more extreme
non-IID conditions. Fig. 5 illustrates the performance of
SpecShield across a range of 8 values. The results show that
SpecShield maintains strong performance even under severe
non-IID settings (8 = 0.1). Across all datasets, the most
substantial performance gains occur between § = 0.1 and
B = 0.5, after which performance stabilizes. This robustness
can be attributed to SpecShield’s distribution-adaptive cluster-
ing mechanism, which automatically adjusts to underlying data
structures without requiring manual calibration or pre-defined
thresholds. As a result, SpecShield generalizes naturally across
different levels of data heterogeneity.

3) Impact of the Number of Clients: We vary the total num-
ber of clients from small to medium and large pools under the
same CIFAR-10 FL setting. As shown in Fig. 6a, SpecShield
maintains consistently strong performance as the client pop-
ulation grows. Although accuracy exhibits a slight downward
trend at larger scales, the overall degradation remains limited,
and the TPR stays at a high level throughout. This robustness
comes from the way SpecShield constructs discriminative
perturbation-response signatures. As the number of clients
increases, benign and malicious responses remain structurally
separable in the wavelet domain, which allows DBSCAN to
continue identifying suspicious clients effectively.

4) Effect of the Perturbation Budget: We further study
the sensitivity of SpecShield to the perturbation budget e.
As shown in Fig. 6b, increasing € does not monotonically
improve defense performance. While the test accuracy remains
relatively stable, the TPR declines when the perturbation
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TABLE V
IMPACT OF UNTARGETED ADAPTIVE POISONING ATTACKS

Dataset Acce (%) TPR FPR
MNIST 95.22 0.54 0.11
Fashion-MNIST 92.42 0.56 0.28
CIFAR-10 83.36 0.85 0.09
Tiny-ImageNet 44.18 0.92 0.03

budget becomes overly large. This result indicates that stronger
probing is not always beneficial, and that an excessive pertur-
bation may weaken the discriminability between benign and
malicious clients. This observation highlights the necessity of
solving for a proper perturbation bound. In SpecShield, the
perturbation budget € must strike a balance between exposing
informative response differences and preserving normal opti-
mization dynamics.

F. Defenses Under Strong Adaptive Adversaries

1) Untargeted Adaptive Poisoning Attacks: In a more chal-
lenging scenario, an attacker may adaptively modify its attack
strategy to evade the defense once the defense mechanism is
known. Under this stronger setting, we assume that the attacker
has full knowledge of the defense pipeline of SpecShield.
The adaptive attack follows the strategy described below. To
bypass SpecShield, the attacker crafts its local update so
that its probed response signature resembles that of benign
clients. Meanwhile, the update is also required to preserve the
attacker’s original poisoning capability. The attack objective
is formulated as:

A0 @ A
r;ldl]l ’Cploison + /l’ccllean +p HD’ ~ Dren ” (46)
where ﬁ;’gison denotes the poisoning objective of malicious

client i, and L’i?ean denotes the loss on clean local data
used to preserve benign utility and improve stealthiness.
The term H D; — Dben” measures the discrepancy between the
malicious client’s differential feature vector and the average
benign differential feature vector, where D; is constructed from
the pre-perturbation and post-perturbation model parameters
(6;,67), and Dypen denotes the mean differential feature vector
of benign clients.

Tab. V reports the robustness of SpecShield under a
strong adaptive attack. The results show that adaptive eva-
sion can indeed reduce the detection rate, especially on
simpler datasets, but SpecShield still maintains high model
accuracy and low false-positive rates across all benchmarks.
Moreover, on more complex datasets such as CIFAR-10 and
Tiny-ImageNet, the defense continues to achieve relatively
strong TPR, indicating that its perturbation-response signatures
remain informative even against attack-aware adversaries.
This behavior is due to the intrinsic tradeoff faced by the
adaptive attacker. To evade SpecShield, the attacker must
simultaneously preserve poisoning strength, maintain benign-
task utility, and imitate benign perturbation responses. These
goals are only partially compatible, so reducing one detection
signal often comes at the expense of attack effectiveness or
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TABLE VI

IMPACT OF TARGETED ADAPTIVE POISONING ATTACKS

(a) Raw parameter

Benign clients @ Malicious clients
(b) DCT Variant

() SpecShield
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(=)
(=}
7

1o 0
PCl

PDR No Attack No Defense SpecShield

BA MA BA MA BA MA

10 0.0 87.0 91.0 86.2 0.0 77.2

15 0.0 87.3 96.9 85.1 0.0 76.7

50 0.0 87.1 97.9 85.4 0.0 75.9

100 0.0 87.4 98.3 85.1 0.0 753
TABLE VII

ABLATION OF FREQUENCY-DOMAIN FEATURE EXTRACTORS

Variant Acc (%) TPR FPR
Raw parameter 77.86 0.75 0.25
DCT Variant 73.32 0.50 0.50
SpecShield 81.36 1.00 0.00

optimization stability. Consequently, the attacker can weaken
but not fully erase the response discrepancy exploited by
SpecShield.

2) Targeted Adaptive Poisoning Attacks: Consistent with
FreqFed, we also evaluate the effectiveness of SpecShield
against the data poisoning attack proposed by Wang et al.
[34]. It injects trigger signals into a specific frequency band
of the frequency-domain representation of the data. Tab. VI
reports the results in terms of both BA and MA, where BA
denotes the Backdoor Accuracy, and MA denotes the Main-
task Accuracy. The results show that SpecShield consistently
reduces the targeted attack success rate while preserving
high clean accuracy. The results indicate that, although the
attacker improves stealthiness through adaptive optimization, it
still cannot fully eliminate the abnormal perturbation-response
discrepancy captured by SpecShield.

G. Ablation Study

To directly examine the importance of the feature extrac-
tor, we perform an ablation study under the same proactive
perturbation mechanism and clustering method. As shown in
Tab. VII, SpecShield achieves the best overall performance,
significantly outperforming both the raw-parameter variant and
the DCT-based variant in terms of Acc, TPR, and FPR. In
particular, replacing DWT with DCT leads to a clear perfor-
mance drop, while directly using raw parameter differences
also yields inferior discrimination. These results show that the
advantage of SpecShield does not come merely from proactive
probing itself, but critically depends on the DWT-based feature
representation.

We attribute this gain to the fact that the perturbation-
induced response signal is inherently non-stationary and often
localized across parameter blocks. Raw parameter differences
are easily affected by noise and lack a compact discriminative
structure, while DCT mainly captures global spectral pat-
terns. In contrast, DWT simultaneously retains multi-scale and
localized information, making the induced benign-malicious
discrepancy more distinguishable in the transformed space.
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Fig. 8. Computational and communication overheads per round on different
datasets.

This effect is also confirmed by the visualization in Fig. 7.
Compared with the raw-parameter and DCT-based variants, the
SpecShield produces the clearest separation between benign
and malicious clients.

H. Computational Cost and Communication Overhead

To assess the practical deployability of SpecShield, we
evaluate its computational and communication overhead in
comparison with the baseline FL algorithm (FedAvg) and two
widely adopted defense mechanisms, FLTrust and DnC. Fig. 8
summarizes the per-round training cost across three benchmark
datasets. The additional computational cost introduced by
SpecShield primarily arises from the wavelet transform oper-
ations and the clustering-based filtering mechanism. Among
the evaluated datasets, this overhead is most prominent on
CIFAR-10, where SpecShield requires 54.63s per training
round, whereas FedAvg completes the same round in only
5.77s, as shown in Fig. 8a. This discrepancy reflects the
increased computational demands associated with processing
high-dimensional model parameters. Despite the higher com-
putation time, the cost remains within practical bounds for
real-world deployment scenarios, especially considering the
substantial security enhancements provided by SpecShield. It
is important to note that both the frequency-domain analysis
and the clustering operations are performed exclusively on the
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server side, where computational resources are typically suf-
ficient. Furthermore, these operations are executed only once
per communication round, which ensures that the amortized
computational cost remains manageable.

The system is designed based on an asymmetric overhead
model, where the computational burden is shifted to the server
in order to preserve client-side efficiency and limit communi-
cation costs. Our analysis indicates that SpecShield accepts
a moderate increase in server-side computational cost while
incurring no additional communication overhead (Fig. 8b),
making it particularly well-suited for deployment in resource-
constrained environments where uplink bandwidth is limited
but server-side processing capabilities are adequate.

VIII. CONCLUSION

This paper proposes an anomaly detection mechanism,
SpecShield. It establishes a new class of proactive defenses
in FL by repurposing adversarial perturbations for active
client probing, enabling asymmetry-aware resilience beyond
the honest-majority paradigm. Our design integrates three
core components: (1) a personalized perturbation mecha-
nism that elicits adversarial deviations, (2) a wavelet-based
frequency-domain framework that captures -client-specific
spectral anomalies, and (3) a clustering-based aggregation
scheme that removes the need for statistical priors on client
behavior. These are supported by formal theoretical bounds.
Extensive experiments demonstrate the robustness of Spec-
Shield under diverse attack vectors and challenging conditions.
Future work will explore extending SpecShield to asyn-
chronous FL settings, enabling robust aggregation without
synchronization assumptions.
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